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ABSTRACT

This paper is meant as an introductive work on the research
field of Organic Computing (OC). It gives information on
the main goals of Organic Computing and provide the basic
ideas behind it. Furthermore, it explains the basic termi-
nology that is required in the research field of OC and give
some examples for recent work. The conclusion gives a brief
overview on how the position in OC is today. Due to the fact
that this is an introductive paper, it will contain numerous
references for supplemental reading.

1. INTRODUCTION

The past two decades have been characterized by the de-
velopement of complex (distributed) systems [16]. These
systems continue to merge into the society and make an
anticipatory research necessary [1]. They reach from Per-
sonal Area Networks (PANs), as they are often referred to
in Ubiquitous Computing (UC), over automotive systems,
and factory automation, to the widely known telecommuni-
cation systems like GSM and the Internet. More complex
systems provide more features and can complete more com-
plex tasks, but are more difficult to maintain and manage
at the same time. Due to the fact that we become more and
more dependent on these systems, they ought to be con-
structed in a trustworthy, safe, robust, and flexible way [16].
These complex systems have to be different from those that
are used nowadays in order to stay manageable by human
beings. If we cannot reduce the administration efforts to
manage these systems, we will run out of skilled I/T per-
sonnel to keep the new systems up and running [11]. There-
fore, these systems have to manage parts of their existence
by themselves, e.g. have to be self-organizing, self-healing,
self-adapting, self-protecting etc. Furthermore, they have
to be context aware and must emerge important structures
by themselves. The construction of systems providing these
properties is one of the goals in OC. All these properties of a
so called Organic Computer System (OCS) will make sure,
that these systems can be used widely as it is forseen for Per-
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vasive and Ubiquitous Computing, MANETS, and systems
where manual management is too difficult, too expensive,
or too time-consuming [7]. OCSs are built with silicon tech-
nology and do not integrate biological components. They do
not use chemical reactions or other pysical effects to com-
pute than those already known to todays IT personell. It is
therefore not necessary, that management personell must be
trained in fields of biology, chemistry or physics to handle
OCSs. They can be implemented on nowadays hardware,
thus the word “organic” does not refer to biological parts.
These systems are called organic, because their paradigm
lies in natural phenomena, mostly found in living beings
(like ant-colonies, bird-swarms) or physical effects (like clus-
tering of atoms). There are technological aproaches as well
as aproaches brought forward by nature science to reach the
goals of OC (see Figure 1) [17]. However, as it is stated
n [11], the success of an OCS (as it is with all important
software systems), depends on their systematical software
engineering. Without the proper methodologies, it is not
possible to cope with the complexities of life-like systems,
especially with their self-x properties [11].

In summary, Organic Computing tries to use natural phe-
nomena as a paradigm, thereby adapting concepts of bio-
logical systems in silicon technology and software, that can
be seen as life-like. These efforts are undertaken to develop
architectures that can be used in the creation of complex
distributed systems, and to make future systems more man-
ageable by redirecting some of the administrative effort back
to the system itself.

Before the complexities behind systematical software en-
gineering in OC can be understood, it is necessary to first
understand the basic terminology that is used in this field of
research. The following section deals with this terminology
and was mostly inspired by [25].

2. SELF-X PROPERTIES VERSUS EMER-
GENCE

This chapter focuses on the terminology of Organic Com-
puting. Two major classes of terms have developed so far:
self-x properties and emergence. Since OC is a new field of
research, some of the terms described and defined here are
still a debated issue [25]. The following sections show why
researchers have a hard time to define the terms mentioned
above.

2.1 The self-x Properties

The term self-z itself refers to several properties that can
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Figure 1: Aproaching the goals

be observed in natural systems, for exapmle:
o self-organizing
e self-healing
e self-protecting
e ...

This section will focus on self-organization, since it is the
central property of an application that is considered “intel-
ligent” or “life-like”. A systems that contains self-protection
will be described exemplary in Section 4.3.

2.1.1 Historic Overwiev

The concept of self-organization is very old [25]. René
Descartes wrote about self-organization back in 1637, using
phrases like “arrange itself”*. Although the concept of self-
organization is quite old, the term as we use it today has only
been used since the 40s [25], firstly appearing in a paper by
W. Ross Ashby [2]. Unlike most researchers today, Ashby
seemed to have a very clear understanding on what self-
organization is:

Definition 1. (Organization, Ashby)
The organization of a system is the functional dependence of
its future state on its present state and its external inputs,
if any.

That means, that Ashby understood a system to be self-
organizing, if it changes its own organization, thus changing
its own future state. This definition explicitely allows a sys-
tem to use external input even if the input is generated by
the system itself.

Several more research domains studied self-organization
[25]. Among these were physics, systems theory and com-
puter science, and self-organization is nowadays used in many
disciplines. In computer science, self-organization is often
mentioned in the area of multi agent systems (MAS). For
supplemental reading see [18]. This work contains informa-
tion on cooperation and group formations, as well as some
examples for realizations of self-organization, namely in net-
works, robotics and vocabularies between agents.

!The mentioned work is called “Discours de la méthode pour
bien conduire sa raison et chercher la vérité dans les sciences”

of organic computing [17].

2.1.2 A modern definition for self-organization

De Wolf and Holvoet tried to invent a definition for self-
organization that is supposed to be consistent with the his-
toric understanding of it, hence it had to include the ideas of
“increase in structure” and “autonomy”; since these concepts
are included in the terms “self” and “organization” already
[25]. Furthermore, De Wolf and Holvoet added the con-
cepts of “Adaptability or Robustness w.r.t. changes” and
“far-from-equilibrium” to propose a modern definition:

Definition 2. (Self-Organization, De Wolfe and Holvoet)
Self-organization is a dynamical and adaptive process where
systems acquire and maintain structure themselves, without
external control.

Throughout the rest of this document, self-organization will
be understood according to Definition 2, but as stated ini-
tially, the continuing dialogue between scientists may revise
the understanding of the term. The ideas that are included
in Definition 2 must be characterized in order to understand
the difference between self-organization and emergence.

2.1.3 Concepts in self-organization

Definition 2 contains a few concepts that must be under-
stood, before taking a look at the term of emergence and
to be able to tell the difference between emergence and self-
organization. [25] gives a more detailed overwiev on the
characteristics that follow.

Increase in Order: Increasing order refers to a state
change of a system, where its components arrange in a cer-
tain way, so that the system as a whole can promote a spe-
cific function. It is not possible for a system to fulfill a
certain function without a certain arrangement of its com-
ponents. This arrangement is called order as soon as it pro-
motes this function. Without order, the function cannot be
fulfilled and without a function, there cannot be any order,
because the assessment criterion is missing. This indicates,
that a system can not only be too unordered, but it can also
be in too much order, hindering it from fulfilling a certain
function. Thus, systems must find a balance between no or-
der and too much order.

Autonomy: The second important concept that lies within



Figure 2: Self organizing patterns: Internet topol-
ogy [6].

Definition 2 is, that the proposed state change is done au-
tonomously and without any external influence. This does
not mean, that the system must not use any collected data
or cannot recycle its own calculations. It means, that the
decisions on what to do with this data must be made within
the system itself (e.g. no controlling instance). [25] gives the
example of plugging in a USB device. The plug-in process
is triggered by an external entity (the user) but the deci-
sion on what to do with the information/device and how to
configure it is made only within the machine. The machine
handles the situation autonomously.

Adaptability vs. Robustness: A self-organizing system
is supposed to cope with changes in its environment and is
therefore considered as an adaptable system. An opposing
force to adaptability is robustness, e.g. keeping a certain
order without respecting changes in the environment. Hav-
ing an adaptable system (that is not robust) does not only
mean, that it is most flexible and can adopt to any new sit-
uation, it also means, that it becomes uncontrollable. On
the other hand, having a system that is too robust means,
it can easily be controlled but lacks flexibility, and thus is
not self-organizing anymore. It becomes clear, that the sys-
tem must be confined to a certain level of adaptability. This
ensures, that the system is robust and controlable. At this
point, it is nessecary to introduce one more term:

Definition 3. (Attractor)
An Attractor is the set of states, that an adoptable system
is confined to.

This means, that by commiting a self-organizing system to
a certain (well defined) attractor, you set the horizon of the
system, in which it will be able to adopt and re-organize
itself. There are a few attractors mentioned by [25], e.g.
a point-attractor (leaving no room for re-organization), a
limited cycle-attractor (that allowes a finite adoption and
periodic behaviour) and a chaotic attractor (that allows a
huge amount of behaviours).

Far-from-equilibrium: Self-organization is a process in
time and thus, has a certain dynamic. A system that is
far-from-equilibrium is more dynamic, e.g. changes faster,
than a system that has reached an equilibrium. Environ-
mental changes that appear around a far-from-equilibrium

Figure 3: Self organizing patterns: The Belousov-
Zhabotinsy reaction [16].

system will affect this system much more, than a system,
that is balanced out. Contrariwise, a system that is far-
from-equilibrium can handle changes much faster, e.g. will
self-organize faster. There is a mathematical approach in
[20] that deduces the ‘far-from-equilibrium’-state as a necce-
sary prerequisite for self-organizing systems.

Simple examples of self-organization are presented in Fig-
ures 2 and 3.

2.2 Emergence

Emergence is frequently confused with self-organization
[25]. This is due to the fact, that people often describe
‘emergence’ as some kind of global system behaviour, that
arises out of the systems components by interaction. As this
is also a property of self-organization, it is easy to mistake
one for the other. To clarify the understanding of emergence,
a historic overview is helpful and will be given in the next
section.

2.2.1 Historic Overwiev

The roots for emergence as a term are, like self-organization,
quite old. Some of the basic concepts that are included in
emergence can be found in teachings of the ancient Greeks
and later on as ideas in western societies. Two of the basic
ideas that influenced the modern understanding of the word
are: ‘the whole before its parts’ and ‘Gestalt’ [25]. Whereas
‘Gestalt’ 2 refers to the unreducibility of the system as a
whole, meaning that one cannot understand the behaviour
of the system when only studying its parts. The phrase ‘the
whole before its parts’ refers to predominance of the system
behaviour before the behaviour of single components, thus
making it more important to understand the system‘s global
behaviour and not the behaviour of its local components.

The first time when ‘emergence’ was mentioned seems to
be in 1875 when the philosopher Lewes [12] differed between
‘resultant’ and ‘emergent’ chemical compounds that came
about from a chemical reaction [25]. Lewes proposed, that
a chemical reaction is to be called ‘emergent’, if the steps of
the chemical process could not be traced back in order to
see how much share each compontent had in its resultant.

2Gestalt (ger.) means shape or form. However, there is
no accurate translation for this word, because it means not
only the visible parts, but it also refers to the design and
substance of something.
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Figure 4: Emergence and self-organization, combined [25].

The term of ‘emergence’ was later on studied and borrowed
by many theories, namely

e Complex adaptive systems theory

e Nonlinear dynamical systems theory and Chaos The-
ory

e The synergetics school
e Far-from-equilibrium thermodynamics

and others. For a more detailed overview of the history of
emergence see [10].

2.2.2 A modern definition for emergence

As De Wolf and Holvoet did with self-organization, they
proposed a definition for the term emergence w.r.t. its his-
torical understanding [25].

Definition 4. (Emergence, De Wolfe and Holvoet)
A system exhibits emergence when there are coherent emer-
gents at the macro-level that dynamically arise from the in-
teractions between the parts at the micro-level. Such emer-
gents are novel with respect to the individual parts of the
system.

The word ‘emergent’ refers to the result of the process of
emergence. These emergents can be properties, behaviours,
structures, patterns, etc. The micro/macro-levels refer to a
point of view, namely the system as a whole (macro-level)
and the sole components of the system (micro-level). To
fully understand the definition for emergence, one has to
know the concepts that influenced it. These concepts have
evolved over time and help to understand the word ‘emer-
gence’. Therefore, the following section will explain them in
more detail.

2.2.3 Concepts in emergence

Definition 4 contains several aspects that must be under-
stood, before any comparison between self-organization and
emergence can be done.

Micro-Macro effect:  Concearning to [25], this is the
most important characteristic of emergence and it is stated
in most of the literature. A micro-macro effect is given,
when interactions on the micro-level create properties on the
macro-level. These properties can be patterns, structures,
behaviours, etc. These properties are called ‘emergents’,
thus emergents are results from the micro-macro effect.

Radical novelty: The radical novelty refers to properties
on the macro-level, that cannot be linked to any entity in

the micro-level. Usually, properties that are that novel do
not make any sense in the context of the micro-level. For
example water-molecules align themselves in clusters, thus
clustersize would be an emergent of water, but it makes
no sense for a single water molecule. Furthermore, it is
not possible to deduce the macro-level properties from its
micro-level properties. In addition to the water-example be-
fore, one cannot predict the ‘Gestalt’ of the clusters that will
emerge, though he knows exactly how many water he might
use in the experiment of clustering water. But caution is
advised: stating that macro-level properties cannot be re-
flected by micro-level entities is a serious misunderstanding.
The effect of emergence means, that the macro-level prop-
erty can not be deduced from its micro-level entities, due
to too high complexity. However, the emergent might be
studied in context of many (not all) micro-level entities.

Decentralized: Decentralization means, that there is no
central entity (whether it is internal or external to the sys-
tem), that directs the macro-level behaviour.

Two-Way link: In addition to the micro-macro effect,
the two-way link encases the existence of feedback from the
macro-level behaviour back to the micro-level entities, thus
micro-level entities which (however) form the macro-level
property, will indirectly be affected by this property and
thereby affect themselves. See Figure 4b.

Robustness and flexibility: One of the most eligible
effects of emergents is, that they are robust and flexible at
the same time. No single micro-level entity holds all the in-
formation that let the macro-level property emerge. Hence,
the failure of one single micro-level entity will not affect the
macro-level structure in a dramatic way. Due to the decen-
tralization, it takes the malfunction of many micro-level en-
tities to affect the macro-level property in a noticeable way.
In other words: the quality of the output will decrease gradu-
ally, without sudden loss of performance [25]. The flexibility
of the system can be explained similary. Reconfiguration of
the micro-level entities will push the system slowly towards
a new (better performing) configuration, though the effect
on some micro-level entities may be dramatically.

2.3 Comparison and Combination

Self-organization and emergence can appear independently.
Reduced to its core, self-organization is an adaptable be-
haviour that creates and maintains order. Emergence in its
core is the existence of novel properties, that can not be re-
flected by the system‘s sole entities. The similarities between
both are given in [25]. Self-organization and emergence are



e dynamic processes arising over time.

e robust. Whereas the robustness in self-organisation
refers to its flexibility to adopt and thereby maintain
order. The robustness of emergence refers to its grace-
ful degradation of output-quality (no immediate sys-
tem failure).

The differences between self-organization and emergence have
been presented through the different concepts that are em-
bedded in the terms (see section 2.1.3 and section 2.2.3).
Though emergence and self-organization are not prerequi-
site to each other, it seems to be a promising approach to
combine both in the way [25] proposes (see Figure 4). There
are two main approaches that can be used for combination.
On one hand, self-organization could be the basis that in-
fluences the micro-level wich is thereby incited to promote a
certain emergent effect (see Figure 4a and 4b). On the other
hand, self-organization could be an emergent (thus, the self-
organizing feature of the system is a property that arises out
of emergence). This is visualized in Figure 4c. Supplemen-
tal reading on the topic of emergence or self-organization,
examples and additional propositions of definitions can be
found in [25, 15, 22, 7, 8].

3. THE ANTAGONISM OF CONTROLLED
EMERGENCE

As stated in the introduction, the success of a computer
system is depending on its systematical software engineer-
ing. Therefore, it is necessary to embed the concepts, that
have been discussed in Section 2, into a software engineering
process. As we know from the concepts that are embedded
in the term of emergence (Section 2.2.3), emergents, that
evolve dynamically and without centralized control over the
micro-macro link, cannot be explained in a deductive way
(due to complexity). The main problem is the micro-macro
link, because it cannot be understood and makes emergents
look “magic”. Moreover, working on the micro-macro link is
not enough, because it does not contain the feedback from
the macro-layer to the micro-layer, thus mastering the two-
way link would be more useful. However, it is not easily
possible to design OC software in a rigid scheme (like the
classic waterfall-model). De Wolf and Holvoet propose, that
a promising approach to solve this problem lies within the
combination of self-organization and emergence as it was de-
scribed in Section 2.3, but they leave the question on how
this can be achieved unanswered. As Fromm describes in
[7], it is necessary to answer the following questions:

How can a globally desired structure or functionality be
designed on the basis of interaction between many simple
modules? Can we solve the micro-macro link problem?

Due to Fromm, this is the most central question for these
days research in the field of OC. Methodologies must be
found, that can involve emergence into todays (then or-
ganic) software by making emergents manageable in (or-
ganic) software engineering systems. As described in [7],
the most promising approach to achieve this goal seems to be
the modification or reinvention of the engineering processes
for Multi-Agent Systems (MASs). Several architectures and
methodologies have been developed so far, among them are

MASSIVE (Multi Agent Systems Iterative View Engi-
neering), which is a German development by Jiirgen
Lind [13] and

ADELFE (Atelier de Développment de Logiciels & Fonc-
tionnalité Emergente), which is a French development
by Bernon and Gleizes [4].

These two are considered the most interesting architectures
by [7], since they support emergent behaviour (ADELFE)
and emphasize the importance of “Round-trip Engineering”
as well as “Iterative Enhancement”. These features are sup-
posed to solve the problem of the micro-macro link. As men-
tioned in the introduction to this section, the developement
of (organic) software engineering systems is still a matter
of actual research and will therefore not be discussed here.
The interested reader can find additional information in [7,
13, 4, 11, 3].

4. EXAMPLES FOR ORGANIC COMPUT-
ING

After explaining the basic terminology in OC and present-
ing some of the actual research problems in the last sections,
the following section will focus on examples of Organic Com-
puting. The examples given below are far from beeing ap-
plicable software tools. They are a proof of concept for some
aspects in OC and provide vivid examples for the concepts
of self-organization and emergence. Furthermore, the exam-
ples given here are just outlined and the interested reader
can find further information in the respective papers. In ad-
dition, there are more complex applications that contain the
ideas of OC that can be found in [5, 11, 21, 24].

4.1 The AMIDAR Class of Processor

Gatzka and Hochberger developed an architecture for a
new type of processor class: The AMIDAR (Adaptive Mi-
croinstruction Driven Architecture) [9]. They propose, that
Configurable Systems on a Chip (CSoC) are becoming more
and more important in the embedded systems market. CSoC
are a result of the improvements in microelectronics, and
their availablity makes it possible to reconfigure the chip
while in use. AMIDAR will disclose the possibility of pro-
cessors that (self)-organize their overall structure to better
satisfy the needs of the application currently occupying the
processor. AMIDAR is no hardware processor yet, but it
was simulated by the derivation of a Java bytecode proces-
sor. More informaiton about these simulations follow at the
end of this section.

The fundamental architecture of the processor is given in
Figure 5a. It consists of functional units (FU), a token gen-
erator, the token distribution system and a communication
structure. FUs are a piece of hardware that execute spe-
cific tasks on the processor. They are thereby controlled by
tokens. In other words: the FUs do the actual work, con-
cerning to the content of the tokens. The tokens used here
are not only an instrument to limit the bandwidth that FUs
use up on the communication network, they also provide in-
formation on where FUs are to send operation results to.
Although the functioning of the processor and the way it re-
organizes itself is to complex to be explained here in detail,
the basic principle on how it works is simple: The configu-
ration manager (Figure 5b) collects statistical data on the
FUs and the bus systems (token distribution and communi-
cation structure). It then decides whether any adaption is
necessary. Adaptive operations that can be triggered by the
configuration manager are given in Figure 5c. The idea is,
that if an FU is overloaded with work (for example the ALU
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in the processor has to perform a lot of arithmetic operations
and cannot keep up with incomming tokens), additional FU
can fold into the actual work to assist. Similary, if com-
munication bandwidth becomes rare for an FU, additional
communication lanes can be folded onto the one that reaches
its maximum. For a complete overview on the functioning
of the AMIDAR class of processor see [9].

Gatzka and Hochberger tested their architecture through
deriving a Java-Bytecode processor from it. This processor
was then used to execute two applications. The first appli-
cation was written in a way, that it was data dominating
(meaning that it produced high loads of data traffic, e.g.,
results by calculating the Integer Discrete Cosine Transfor-
mation). The second application was written in a way that
it was control dominating (meaning it made excessive use of
if, goto and other control statements). The idea was, that
applications that focus on different tasks within a processor
had to produce a different processor layout (controlled by the
configuration manager). The tests showed, that a speedup of
27% was gained for application one and 16% for application
two compared to a testrun where the self-organizing features
of the processor where disabled. For additional results and
information see [9].

The AMIDAR Class of processor is an example for self-
organization. The basic concepts that are included in defi-
nition 2 (like increase in order, autonomy and adaptability)
can be explained by the functionality of its architecture. The
increase in order is performed through an adoption to the
necessary functionality (in relation to the understanding of
the word order as a layout to promote a certain function).
FUs and the communication structure can be adjusted to
the needs of the application that occupies the processor.
The autonomy is given because no external controlling in-
formation is used by the processor to adjust its functionality
(the configuration manager is part of the system itself).

4.2 Bio-Inspired Experiments in Robotics

Martinoli and Mondada describe an experiment that vi-
sualizes collective and group behaviours of robots [14]. The
robots called Khepera (see Figure 6a) are 55mm in diame-
ter. They have eight infrared sensors (Figure 6b), whereas
2 sensors are used to oversee the back of the robot. The
robot is equipped with a grabber that can be lowered to
grab things (Figure 6e). Two experiments where conducted
using this type of robot, whereas we will take a closer look
on only the first experiment. However, in both experiments,
the robots did not communicate. They were unable to send
or receive any information (except for the sensor gathered
data). The first experiment dealt with collective noncoop-
erative behaviour: robots had to perform tasks that could
be performed without any cooperation between them. Ex-
periment two dealt with collective cooperative behaviour:
robots had to work together to accomplish a certain task.

To perform the first experiment, Martinoli and Mondada
set up a field with random arrangements of robots and objets
(Figure 6¢). The robots were acting according to simple
rules:

e Move around until the sensors detect an object.
[ ]

Grab the object.

e Again, move around until the sensors detect an object.

Place the first object next to the recently discovered.

e Pull back and start at rule one.

While performing the actions permitted by the rules above,
the robots used thier sensors to avoid collisions with other
robots. Depending on the number of robots used, the ob-
jects became clustered over time (see Figure 6d). Martinoli
and Mondada found out, that using more than one robot has
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its advantages and disadvantages as well. For example, one
single robot was only able to build small clusters (2 objects
per cluster in average), while three robots built bigger clus-
ters (3,5 objects in average). Contrariwise, a single robot
domitated the average clustersize for most of the time, thus
the advantage of multiple robots working together became
visible only after some time passed by. Martinoli and Mon-
dada discovered, that for their scenario with the field shown
in Figure 6¢, the optimal size for the number of robots is
three. This is due to the fact that three robots reached the
maximum of their average clustersize (3,5 objects per clus-
ter) after ten minutes, while all other constellations took
much longer.

This experiment is an example for emergence. The char-
acteristics that are embedded in Definition 4 (like radical
novelty, decentralization and robustness) can be described
by the use of the property “average clustersize”. The prop-
erty of “average clustersize” is obviously not applicable for
a single object or robot. But with respect to the whole sys-
tem, an average clustersize can be given (radical novelty).
Decentralization is given, because the robots did not coor-
dinate (neither driven through an internal or an external
force of the system). Robustness can be visualized by mov-
ing around single objects. The average value for the cluster-
size will not dramatically change if an object is placed out
of a cluster. Therefore the property of average clustersize
degrades gracefully. The two-way link and the micro-macro
effect become literally visible in this experiment, but it can-
not be explained in detail why or where clusters will evolve
only that they will evolve.

4.3 Artificial Antibodies

Many biological systems like us human beings use anti-
bodies to defend themselves against intruders. Pietzowski
et al. invented a system that uses the paradigm of antibod-
ies to do the same for a middleware system called OCp [19].
To fully understand the technical system, it is necessary to
understand the basic functionality of the human immune
system first.

The human immune system is aware of all objects that
belong to the body itself. These objects are called “selfs”
[19]. There exists a special entity in our body, called the

Thymus, whose role it is to know all the selfs. Antibod-
ies that are created within our body have to somehow pass
the Thymus without getting activated by it. If an antibody
gets activated by the Thymus means, that this certain anti-
body would attack selfs within the body. These antibodies
(and the B-Cells that create these antibodies) get singled
out. The matter of activating/attacking is performed by
the antibody through attaching itself to the proteine sur-
face of some object (see Figure 7). This means, the Thymus
is some sort of filter that singles out all antibodys that could
attack selfs, but lets all antibodys pass that have no effects
on selfs. Non-selfs get attacked by antibodies randomly (if
some antibody exists within the body that has the needed
proteine receptor). The human immune system is highly dis-
tributed besides the central entity of the Thymus [19]. The
most important concepts here are negative selection and re-
ceptors. The negative selection is performed by filtering out
all antibodys that have harmful proteine receptors and could
attack selfs. Through evolution, the human immune system
developed in a way, that it creates antibodys randomly and
just singles out those, which could harm the body. Thereby
the human immune system is able to learn and attack new
non-selfs that appear over time. The receptors are used by
antibodies to attach to objects within our body. Due to the
nature of receptors, they only attach if an exact proteine-
chain matches between the antibody and the object-surface
is given. However, if an antibody has a short receptor (small
proteine-chain), it can attach in the middle of a given object
proteine-chain, thus it can check through the whole proteine-
chain by testing all offsets from its beginning. Figure 9 vi-
sualizes an antibody with receptor-length 6 (grey rectangle)
checking proteine-chains (at offset 2). The idea was used by
Pietzowski et al. [19]. The technical system also distin-
guishes between selfs and non-selfs. In this case, selfs are
messages that are being used by a middleware system (e.g.
all messages the system can send and receive). The Thy-
mus and its functionality was replaced by a certain service,
called the Thymus Service (see Figure 8). The Thymus can
ask all services within the middleware (and other middle-
ware nodes) for their known messages and thereby knows
all the “selfs” that are in use. The distribution of antibodies
is not possible, as it is within the human body, therefore a
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Figure 8: Architecture of the self-protecting middleware OCp [19].

Figure 7: Antibodies (outer cells) attacking a non-
self (inner cell).
Picture taken from
www.nyu.edu/classes/ytchang/book/n005/antibody.jpg.

special filter component called Intrusion Detection Monitor
(IDM), which checks all incomming messages, was designed.
It is placed before the IncommingMonitorQueue (see Figure
8). The IDM communicates with the Immune Service, that
acts like the antibodies and distinguishes between selfs and
non-selfs. The Immune Service can block messages if it con-
sideres them malicious. Antibodies can be understood as
bitchain-comparators. The creation and storage of antibod-
ies is handled by the Immune Service. The Immune Service
stores newly invented antibodies, if and only if the Thymus
does not find a recognition conflict with a used system mes-
sage, meaning the antibody does not match any offset in any
self-message. Due to the complexity of antibody-creation
and -storage, the process cannot be explained here in detail.
The interested reader should see [19] for more information.

The results presented by Pietzowski et al. show, that
a detection rate for non-selfs up to 99.3% is possible [19].
Furthermore, Pietzowski et al. determined the values that
have to be known or adjusted to reach a detection rate this
high. Among others, they are:

e the length of the self-messages,
e the receptor length of the antibodies,

section at offset O=2 sections form a group
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Figure 9: Proteine-chains checked with offset 2 [19].

e the amount of offsets to compare messages at,
e the amount of antibodies distributed into the system.

Since these are fixed values or values that can be computed
dynamically, it is no problem to have OCp defend itself in an
efficient way. Furthermore, due to some storage optimiza-
tions, it was possible to reach this detection rate in a system
with 1000 self-messages using only 9,77kb memory to store
the antibodies. This is far less memory then it would need
to store all the self-messages (15,6kb) to compare against.
Concearning complexity-theory, the comparison of antibod-
ies and self-messages is done in an efficient way. For more
detailed information on the results see [19].

The OCp middleware is an example for a self-protecting
system, because no external information is necessary to the
system. It needs to know what messages are in use and then
creates its own antibodies to defend against malicios mes-
sages. It is also an example for self-organization, since its
antibodies are adopted autonomously to new messages that
become availiable to the system (controlled by the Thymus
Service). It self-organizes in a way, that the optimal amount
of antibodies is stored within the Immune Service, thereby
maintaining order in its own “database”. Additionally, the



OCp middleware is an example for emergence, since the sys-
tem is able to defend itself not only against known attacks
(as it is with virus scanners). It can detect new attacks and,
due to the interaction of its service components, learns how
to defend against them.

5. CONCLUSION

As we have seen, Organic Computing is a relatively new
field of research, and thus it still lacks a coherent funda-
mental terminology. Scientists still debate on how to define
the concepts of self-organization and other self-x properties
as well as emergence. We have seen several definitions that
I find promising, because they contain all important con-
cepts that the paradigms of biological systems and societies
can offer. Furthermore, new architectures like ADELFE
and MASSIVE have been introduced as possible candidates
to engineer OCSs. Examples for OCSs have been given,
e.g. the AMIDAR class of processor and the OCp middle-
ware. Both systems implemented self-organizing features
and proved their value to modern computer systems. Ad-
ditionally, the bio-inspired experiment in robotics was dis-
cussed, that is supposed to visualize the concept of emer-
gence. The benefit of emergents, e.g. the learning ability of
OCpu, have also been presented. Though not directly pro-
ductive yet, these examples illustrate the challenging vision
of Organic Computing.

It is easy to invent yet another x-computing paradigm (like
Organic-Computing or Ubiquitous-Computing) that envi-
sions great new possibilities for future computer systems,
but it is hard to augment these visions with practicable tech-
niques to reach the envisioned goals [7]. OC is no different,
but reasonable achievements have been made and were pre-
sented here.
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