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Introduction — Internet Governance Issues
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Introduction — Information Society ,,Layers“ of Responsibility

LAYERS OF RESPONSIBILITY IN THE INFORMATION SOCIETY

® At the bottom of this stack, the users of the Internet
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middle layers (shared infrastructure resources and {i s 1y servers 82 S
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at the same time require technical expertise and ectanic gover s

TECHNOLOGY AND APPLICATON DEVELOPMENT FLOW Up
LAW AND REGULATION FLOW DOWN
COOPERATION REQUIRED IN BETWEEN

addressed. CRITICAL REQUIREMENT: RETAIN MODULAR FLEXIBILTY BETWEEN LAYERS
Diamiel I, Waitzner, W3C February 2004

operational consensus in order to be effectively
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Introduction — Internet/ICT Impact and Benefits

= Major impact
= Evolution towards information society
= New activities, industries and services
= 1.4 billion internet users (2008)
= 2 billion (2000)
= 3 billion (2014)

= Benefiting all countries and areas
= Rapid development is impacting all
economic and social areas
= Contribution of ICT to economic growth
mainly through productivity increase

= Where competition in the telecommunications sector is effective
= Increased international connectivity
= Technological leapfrogging, e.g. wireless
= |CTs contribute to development goals
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Internet Goveranance — What?

= The development and application by
governments, the private sector and civil
society, in their respective roles, of shared
principles, norms, rules, decision-making
procedures, and programmes that shape
the evolutions and use of the Internet”

= World Summit on the Information Society
(WSIS) (2003)
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Internet Governance — Related Policy

Infrastructure &

Management of
critical Internet
resources

Beschreibung

INTERNET GOVERNANCE ISSUES OECD
Peering and interconnection
Telecommunications infrastructure incl. NGN
Management of the domain name system and P addresses | some

Administration of root server system

Technical standards

Multilingualization

Use of the Internet

Spam

Network security, data protection & privacy

Consumer protection

Wider impact than
the Internet

Intellectual property nghts

International trade

Development

Education and human capacity building

Government intervention is often limited to national territories but the
INTERNET HAS NO BORDERS which requires new approaches to tackling
wordlwide problems
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Internet Governance — Historical Legacy

Root file zone?
= Uniliteral control by US Government arbitrary

= For historical reasons, only one
government is involved in authorization to
change root file zone

= No formal relationship with root server
operators

= Distribution of IP addresses is arbitrary

= Lack of multilateral mechanisms for
ensuring network stability and security
= No effective global Internet Goverance
= Many different players (e.g. ICANN, ITU,
OECD, RIRs) Joe Postel: one of the
founding fathers of the

internet
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Internet Governance — Multi-Stakeholder Approach

Social Interactions

- Communication amongst stakeholders to ensure decisions are taken
considering all implications and balancing all interests
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Internet Governance — Example for Multi-Stakeholder and

Global Approach: SPAM
1.

2.

Beschreibung
Regulation — principles and sanctions

Enforcement — national and international enforcement cooperation
Industry driven initiatives — ISPs

Technical solutions — users, ISPs, Networks service providers
Education and Awareness — End users

Co-operative partnership against spam — private/public

Spam metrics

Extend initative beyond OECD member countries: e.g. joint

APEC/OECD/ITU meeting 2006, input and circulation with other
countries
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Internet Governance — Evolution & Technical Coordination

Early developments in the  Transition to Widespread
Phases computer science research  .ommercialisation &  commercial
community . internationalisation _  infrastructure _
1968... 1979 1986 19390 1996 1998 .
i 1974 1384 1386 1981 1395 1338
Milestones TCPIP  DNS NSF WWW  charge  DqC white
Backbones/ O
infrastructure Hote: The fme-scale for Fhase 1,
ifne first years of Intermed
E net Wl 1ICcCcB l1AE et gevelopment 5 Shung
Standards I I | | ETE : ;
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I USC (J. Postel
IP address LN T RIPE NCC - Euror ——
allocation 213 g I»
2 =
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=4
Parameters & £3
USC (J. Postel | IETF ICANN IAB
Protocols ool (4. Poste il G =
Root zone file [|[ ]| USC [J. Postel) | NSI [NSI ICANN —— g z
management NSF contract
: = NSI-gTLDs ICANN
Domain name ool SRI- HIC ﬁ
registration R gaTLD regi
[ ceTLD registries
MNEF: U National Science Foundation LD registries:
ICCE: internet Configuration Condrol Board IS0C: infernef Sooiaty
e e o e WAC: U Consortum
USE: Liniversiy of Southem Calffomia Jéi‘\'hfﬁ?;fﬂeffﬂggaréﬂ for Assigned Names and Numbers OECD <<. OCDE
2RI Stanford Research Instiufe

ceTLDs: couniry code Top-Level Domains

IANA: (Infermnet Assigned Names and Numbers Authorify)
gTLD - sTLD: genent - sponsored Top-Level Domsain
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Internet Governance — IANA, ICANN

IANA: The Internet Assigned Numbers Authority (IANA) is
responsible for the global coordination of the DNS Root, IP
addressmg, and other Internet protocol resources

IANA manages the DNS Root Zone (assignments of ccTLDs and gTLDs), as well as
the .int registry, and the .arpa zone.

IANA coordinates the global IP and AS number space, and allocates these to
Regional Internet Registries

IANA is the central repository for protocol name and number registries, used in many
Internet protocols

ICANN: To reach another person on the Internet you have to type an
address into your computer - a name or a number. That address has
to be unique so computers know where to find each other. ICANN
coordinates these unique identifiers across the world. Without that
coordination we wouldn't have one global Internet

ICANN was formed in 1998. It is a not-for-profit public-benefit corporation with
participants from all over the world dedicated to keeping the Internet secure, stable
and interoperable. It promotes competition and develops policy on the Internet’s
unique identifiers

ICANN doesn’t control content on the Internet. It cannot stop spam and it doesn’t deal
with access to the Internet. But through its coordination role of the Internet’s naming
system, it does have an important impact on the expansion and evolution of the
Internet
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Internet Governance — DNS Root Servers

DNS Root Servers s

Designation, Responsibility, and Locations

I-MORDU Stockholm
E-MNASA Moffet Field CA

F-ISC Woodside CA

M-WIDE Keio

K-LINX/RIPE London

i
2~ A:NSF-NSI Herndon VA

L C-PSl Herndon VA
D-UMD College Pk MD

: G-DISA-Boeing Vienna VA
B-DISA-USC Marina delRey CA H-USArmy Aberdeen MD

L-DISA-USC Marina delRey CA J-NSF-NS| Herndon VA
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Internet Governance — World Summit on the Information
Society (WSIS)

WSIS proposed by Tunisia at ITU Plenipotentary Conference, 1998
Adopted as UN Summit in 2001

First Phase, Geneva, December 2003
= 11.000 participants, of which 41 Heads of State/Government
= Adopted Geneva Decleration and Plan of Action

Second Phase, Tunis, November 2005
= 25.000 participants, of which 47 Heads of State/Government

= Dealt with Internet Governance and Financing ICT4D
——> Creation of Internet Governance Forum (IGF)

Negotiation positions
= US: defend status quo; formalize ,technical® role of ICANN

= EU: new public/private model for international cooperation; globaly appicable public
policiy principles; technical management private sector led

= Like-Minded Group (China, Brazil, India, Iran...): Establish inter-governmental
council for global public policy and oversight; council anchored in UN system
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Internet Censorship — What?

Ink| Herald Trikune

= Suppression of speech or deletion of communicative material as determined
by a censor

= Pre-censorship

= Post-censorship
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Introduction — Internet Censorship

=  Western World: Based on human rights, constitutions, legal systems
and moral values, access to Internet is provided unlimited and most
importantly unfiltered

= Countries such as China, Vietnam, Tunisia, Iran, Turkey, Saudi
Araba have technical and non-technical controls for censorship

= Blocking of Nazi and pedophile websites in Germany
:> Variety of techniques operating at different levels of Open

Systems Interconnection Reference Model (OSI-Model) that
in costs, implementation, granularity and effectiveness
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From Computer Desktop Encyclopedia
& 2004 The Computer Language Co. Inc.

Internet Censorship — OSI Model & Filtering

= 7 different layers for communication

Application Layer

Type of communication:
-rnail | file transfer,
clientfserver.

= Each layer with specific task

Presentation Layer

Encryption, data conwversion:
ASClto EECODIC,
BCD to binary, etc.

Session Layer

Filtering

7N\

Network Application

Starts, stops session.
Mairtains order.

UPPER LAYERS

Transport Layer

Ensures delivery of entire
file or message.

Hetwork Layer

Routes data to different
LAM= and WANs based
on network address.

Data Link {MAC} Layer

Transmits packets from
node to node based on
station address.

Physical Layer

Electrical signals and cabling.

LOWER LAYERS
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Internet Censorship — Network Filtering

= QOperates on Layer 3 and 4

= Each packet is inspected in real time as it passes through the filtering
device (e.g. router)

= Based on the content of the header: forward or discard

= Layer 3: Responsible for logical addressing and routing of data (IP-
adress)

= E.g. Access Control Lists (ACLs, Cisco):
deny ip host 212.58.224.81 any
deny ip any host 221.58.224.81
mm) Will deny all TCP and UDP traffic from or to address

= Requires only minimal resources on any networking device

= |n practice: rulesets tend to very large in size



