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Fieldbus Systems
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Heterogeneous Network Environment in Cars

>

No consolidation

— Divergent requirements
to QoS

— Conservative
approach IEEE 1394
— Cost pressure

D2B Optical

Control } Audio | Video

Complex Systems p  Bytefight
need elaborate, FlexRay MOST
application specific

Bluetooth
gateways

LIN — Local Interconnect Network

CAN — Controller Area Network

TTP - Time Triggered Protocol

MOST — Media Oriented Systems Transport



Vorlesung Kommunikationsnetze | Research Topics | Sommersemester 2009

Goals

« Data communication with standardised gateways
— Using redundant paths
— Routing under consideration of QoS

« Common interface for future-proof applications

— Normal operation mode
» Control data communication
« Data packet with small amount of payload
» Overhead as little as possible
— Temporary operation mode
» Software updates of automation devices
* Transfer of larger amount of data

» Transfer of data from/to Internet
— Remote diagnosis and maintenance
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Concept: Hierarchical Protocol Family

Applikation Applikation

Applikationsschicht

Darstellungsschicht

sitzungsschicht

Transportschicht MICIMP MUDPE MTCP MOSPF
4 Hierarchische
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Wermittlungsschicht MIF

Sicherungsschicht

LIN CAN Eluetooth [EEE 1394

Bitlbertragungsschicht
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Medium Medium Medium Medium Medium
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Excursus: IPv4 Datagram

| Version IHL Type of Service Total Length
I | I | 1 1 1 1 1 1 || 1 1 | | 1 1 1 1 1 1
|dentification Flags Fragl;ment Offset
L1 1 1 1 1 1 | 1 1 1 1 1 1 |1 L1 1 1 1 1 1 1 1 1
Time to Live Protocol Header Checksum
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 | 1 1 1 1 1 1

Source Address
IIIIIII|IIIIIIIIIIIIII|IIIIII

Destination Address
| | | ] ] | | | ] ] ] | ] ] ] | | ] ] ] | ] ] | ] | ] ] ] |

Options Padding

] Data

.___L__J___L__L___L__J___l___I.___L__J___1___L___L__J___1___|.___L__J---l___L__J___J___l___i.__J___J___l___L__J_-_J___L__:
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Hierarchical Protocol Family: Layer 3

Micro Internet Protocol (MIP) as the convergence layer
« Transparent communication using different network technologies

» Consistent addressing scheme: 16 bit node address
— 8 bit network, 8 bit host

» Interfaces to fieldbuses
— Adaptation of addressing schemes
— Fragmentation
— Exemplary defined for LIN, CAN, Bluetooth, IEEE 1394

 Unacknowledged datagrams

— Optimised header for control data
7 byte (IP: min. 20 byte)

— Indication of desired QoS by applications
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MIP Datagram

Ver ToS TTL Protocol Destination Address (DA)
I 1 1 1 1 1 1 I | 1 1 1 1 1 1 1 1 1 | 1
Source Address (SA) Data Length
1 1 1 1 1 1 | 1 1 1 1 1 1 1 1 1 1 1 ]
Data
.1 1 1 1 1 1 1 1 1 1 1 1 | 1 1 1 1 1 1 1 1 1 1 1
MIP Protocol » | 0x1 | Micro Internet Control Message Protocol (MICMP),

0x2 | Micro User Datagram Protocol (MUDP)
0x3 | Micro Transmission Control Protocol (MTCP)
0x4 | Micro Open Shortest Path First (MOSPF)
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Interface to LIN

LIN Identifier

LIN SA Par

L1 1 1 1 ]

LIN Data (unconditional frame)

Label FragmNum | DLen
1 1 1 1 1 1 [ 1 1 1 1
Data
1 1 1 1 | 1 | 1 1 1 1 1 1 | 1 1 1 1 1 1 1 1 1 1 | 1
LIN Data (event-triggered frame)
ID of unc. frame Label FragmNum | DLen
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1

Data




Seite 11 Vorlesung Kommunikationsnetze | Research Topics | Sommersemester 2009

Interface to CAN

 CAN ldentifier

Type ToS Label hi CAN DA

 CAN Data Length Code

DLGC

e CAN Data

Llo| FragmNum
1 1 1 1 1
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Interface to Bluetooth

Based on Bluetooth Network Encapsulation Protocol (BNEP) over
Logical Link Control and Adaption Protocol (L2CAP)

— MARP-BT Datagram
Type =0x0,_

Type| Ver | OpCode MIP DA MIP SA
| | 1 1 1 1 1 1 1 1 1 1 | I 1 1 1 1 1 1 I 1 1 1 1 1 1 | L 1 1 1 1 1 1
— MIP Datagram
Type = 0x1 Hox
Type| reserved Ver ToS TTL Protocol MIP DA hi
] ] ] | 11 ] | ] ] ] | ] ] ] | ] ] 11 | | ]
MIP DA lo MIP SA Data Length
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Interface to IEEE 1394

* Unicast: Write Request for Data Block (WRDB)
* Broadcast: Global Asynchronous Stream Packet (GASP)

— MARP-1394 Datagram
Type =0x0,_

Type Version OpCode MIP DA
| I | I 1 1 1 1 1 1 1 1 1 1 1 1 | 1 1 1 1 1 1
MIP SA
L1 1 1 1 || | 1 1 1 1 1 1 ]
Sender Unicast Offset
L1 1 1 1 || | 1 1 1 1 1 1 | 1 1 1 ] ] || ] ] L1 1 1 1
— MIP Datagram
Type =0x1,_
Type |reserved | Ver ToS TTL Protocol MIP DA hi
1 1 1 1 1 1 ] 1 1 1 1 1 1 1 1 | I | 1 1 1 1 1 1
MIP DA lo MIP SA Data Length

L1 1 1 1 1 1 1 1 1 1 1 1 | 1 1 1 1 1 1 1 1 1 1 1 1
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Routers in place of Gateways

Consider heterogeneous
networks as subnets

Router 1

Routing is independent
of the used fieldbus

Using redundancy
if a network segment
fails

Basis for QoS
dependent routing

Router 2
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Hierarchical Protocol Family: Layer 4 (l)

* Micro Internet Control Message Protocol (MICMP)
— Signalling of errors due to processing of MIP datagrams

— Network diagnosis
— Header: 1 byte (ICMP: 8 byte)

Type Code

MICMP Type » Echo Test

TTL Exceeded

Destination Unreachable

Parameter Problem
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Hierarchical Protocol Family: Layer 4 (ll)

* Micro User Datagram Protocol (MUDP)
— Connectionless unreliable transport service for applications
— Header: 1 byte

D Port S Port

Data

* Comparison: User Datagram Protocol (UDP)
— Header: 8 byte

Source Port Destination Port
] | | | | ] | | | | | | | | | | | ] ] ] | | | ] ] ]

Length Checksum
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Hierarchical Protocol Family: Layer 4 (lll)

Micro Transmission Control Protocol (MTCP)

— Transport service for applications
Connection-oriented, reliable
Transactions

— Header: 4 byte (TCP: min. 20 byte)

D Port

S Port

Control
] ] ] ] ]

Segment Count

SC.echo

Data

Signal

unuse

unuse

FACK | ACK

FIN

CON

WND
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MTCP - Connection Establishment

Knoten 1 Knoten 2 Knoten 1 Knoten 2
SC=1
SC=1 | -
SC.echo =0 SC.echo=0 Con,
CON Dags % Oaten

= b

S a sc=0 | |8 SC=1

¢ sCK SC.echo =1 ¢ SC.echo=1

‘W

Fall 1 Fall 2

Case 1: Node 2 answers connection request from node 1 with ACK
flag solely.

Case 2: Node 2 sends ACK flag together with the first data package.
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MTCP - Connection Termination

KmEn 1 Kn@n 2 KnoEn 1 I(m_hen 2
SC=x
= FIN+D
SC=x SCecho=y| [——— ——LCaten
SCacho=y| —FIN+Daten | |sc=y sy
- ACK SC.echo=x I R O
Gl | SC Ty
SC =x + Daten =
¢ SC.echo = y+1 ¢ 4———&(:‘&—*—__—__— _BCTE,E
L eack || Y
6 00h0 = %
SC.echo = x;
i i SC =y+1
‘ ‘ ‘4%; SC.echo = X
Fall 1 Fall 2

« Case 1: Node 2 has no further data. The received segment from
node 1 is acknowledged by ACK flag, the connection is terminated by
FACK flag. ACK and FACK flag can be combined.

« Case 2: Node 2 has further data. The FACK flag can be sent when all
data segments of node 2 are acknowledged from node 1.
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MTCP - Transaction

Special case of connection termination, the CON flag is set in the first

segment
Knoten 1 Knoten 2 Kroten 1 Knoten 2
SC=1
SC.acho =0 %
SC=1 '
SC.echo = Ui E % - SETT
¢ CK + FACK SG=0 | p ‘___&Q?Si'_r——wf C.echo =1
< PR 18Gecho = 1/SC = 1 v A N -
- ——i8C.echo = 1 H—ﬁNCL_ﬁ_
‘ ‘ ‘ 4__;_5&13_‘&!—«

Fall 1 Fall 2

« Case 1: Status message from node 1 to node 2.

« (Case 2: Transaction, consisting of request and reply.
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Hierarchical Protocol Family: Layer 4 (IV)

* Micro Open Shortest Path First (MOSPF)
— Link-state routing protocol for QoS dependent routing
— Exchange of topology informationen between routers
— Header: 3 byte (OSPF: 24 byte)

Type Options Router ID

MOSPF Type » Hello

Database Description

Link State Request
Link State Update

Link State Acknowledgement
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Application Example

CAN IEEE 1394
Applikation Sensar Raouter MM
] L
Applikationsschicht
T
Darstellungsschicht
&
Sitzungsschicht
5 ¥ r
Transportschicht MTCP MTCP
4
Wermittlungsschicht MIF MIP MIP
3
Sicherungsschicht
P
CAN CAN IEEE 1394 IEEE 13594
Bitlibertragungsschicht
1

Medium MMedium MMedium
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¢ CAN
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4 Bluetooth DH5

x IEEE 1394 WRDB
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Vorlesung Kommunikationsnetze | Research Topics | Sommersemester 2009

Comparison of Transfer Time and Latency

Using MTCP packets with 8 bytes payload

Field bus and operation mode Transfer time Latency
LIN unconditional (20 kbit/s) 24,8 ms 396,8 ms
CAN (1Mbit/s) 377 us 393 us
Bluetooth DH1 625 s 8,125 ms
IEEE 1394 GASP 12,95 us 3,5ms

Worst case 32 ms
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Summary

» |dea of Internet protocol family reused
* Lean protocol for embedded systems
* Routers in place of gateways

» Defined interfaces for applications
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