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Software Engineering and Programming Languages
Prof. Tichy, Prof. Heinrich, Dr. Raschke, Dr. Wiesmayr

Bringt das etwas?

Wie gut ist es denn?

Was benotigen die Nutzer/
Entwickler:innen eigentlich?




Prozess

Themenabstimmung/ Abschlussprasentation
Proposal Abgabe Ausarbeitung
To-7M To S To++

y To-6M \To-3M -
Zwischenprasentation

Anmeldung

e Enge Betreuung durch Mitarbeiter:in

® Thema ® Wochentliche Treffen ® Kurze Wege
® Methodik ® RegelmaRiges Feedback

e |nstitutshiiro/Pool fiir Abschluss- und Projektarbeiten
® Kaffee!
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Proposal

o Ziele
® Abstimmung der Inhalte vor der Anmeldung
® Risikominimierung fiir Sie und uns

® Inhalte
® Kontext der Arbeit
e Betrachtetes Problem / Forschungsfrage(n)
® Stand der Forschung
® Lgsungsidee
® Methodik und Evaluationsplan

» ~ 8 Seiten Text (Reuse in der Arbeit!)
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Themeniibersicht

1. Softwareentwurf, -entwicklung und Usability (B. Wiesmayr)

2. Self-Adaptive Systems (R. Straub)

3. Generative Al for Control and Embedded Software Engineering (A. Raschke)
4. Algorithm Detection (D. Neumiiller)

5. Static and Dynamic Program Analysis for Data Science (F. Sihler)

6. CodeMOrgs (A. Diera)

7. Architectural Security Analysis (L. Le)
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Neu im Team: Bianca Wiesmayr
Ab 1.4.2026: Juniorprofessorin flir Software Engineering

® Derzeit an der Johannes Kepler Universitat Linz tatig

® 2023: Promotion in Computer Science

Hauptforschungsbereiche

® Softwareentwicklung fiir
Automatisierungssysteme

® Kl-gestiitzter Entwurf von Steuerungssoftware

* Modellgetriebene Softwareentwicklung

® Usability von IDEs

® Open-Source-Aktivitat: Weiterentwicklung des
Modellierungstools Eclipse gdiac fiir verteilte
Steuerungssysteme
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Self-Adaptive Systems

EX-Model

Uritin: recipient
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Scalable Visualization for State-Graphs
[ P

® Problem

® QOur state graphs get too large to
display

® We need to visualize all states in a
comprehensive and understandable
way

® Ensure the visualization is intuitive
and easy to understand

® Tasks

® Develop visualization concepts for
Large State Graphs

® Implement the developed
visualization concepts

® Develop the solution in
React/Typescript

® 06

® 6

CEO® ® O ® 6
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Evaluating RL for Self-Adaptive Systems
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® |dea

® Use Reinforcement Learning to optimize
reconfiguration of cloud systems

® Simulation based on Palladio Component
Models (PCM) using Slingshot

® Integrate Slingshot into Gymnasium
environment

® Tasks

® Literature Research: different RL
algorithms (Pros, Cons, Setup)

® Design a vectorized state based on
simulation results (Critical)

® perform extensive experiments and
evaluate different algorithms and
hyperparameters

Self-Adaptive Systems



Automated Model Generation
[ MA |

. PCM Models
Constraints 3

® 4-8 Components
® <10 SLOs
® 1-3 Policies

LARGE LANGUAGE MODEL

Your Prototype

Problem:

® PCM Models are complex

® Degrees of freedom have to be identified
and possible constraints defined

® An approach to solve the problem has to

be implemented

Tasks:

® Analyze the PCM Models, define possible
constraints, chose an approach

® Develop a Prototype
® Evaluate the Prototype

Self-Adaptive Systems




Automated Model Generation: Simple Example

= Donains % Connections: undirected edges between distinct components % Policies
% Each component must have 1-3 policies. Each policy is:
cI0(1..8). % Possible conponent 105 (nax 8) X X
SID(1..9). % Possible SLO I0s (max 9) { connected(C1,€2) } :- cID(C13C2), comp(CL,_), comp(C2,.), C1 < C2. % - Tied to component C
10(1..3). % Possible policy indices per component (up to 3) % - Has an index I in 1..3
policyType(up). % Policy type: upscaling ’(dBu:;dB';eﬂge" re\a:):l{\;;ys)mphfy handling undirected connections % - Has a policy type (up/down)
policyType(down). % Policy type: downscaling edge(4,B) i~ connected(A,B). B . .
caoe(AB) 1- connected(BLA). % - Targets a measurement M valid for C's type
% Component Types { policy(C,I,Type,M)
% Graph Connectivity Constraint <ID(C), comp(C,T), iID(I), policyType(Type), measurement(M,T) }.
component_type(db). % ALL chosen components must form a single connected component.
component_type(service). Each component must have 1-3 policies
component_type(cache). reachable(X,X) :- cID(X), comp(X,_). = comp(C,_), #count { (I,Type,M) : policy(C,I,Type,M) } < 1.
reachable(X,Y) = cID(X;Y), comp(X,_), comp(Y,_), reachable(X,z), edge(Z," comp(C,_), #count { (I,Type,M) : policy(C,I,Type,M) } > 3.

% Measurenents (tied to component types)

% For every pair of components (X,Y), there must be a path from X to Y % A policy must target a measurement that has a corresponding SLO
measurement (response_time, service). := comp(X,_), comp(Y,_), X != Y, not reachable(X,Y).

1= policy(C,T,Type,M), comp(C,T), not slo(_,M,T).
measurement (availability, db).
measurement (hit_rate, cache).

% sLos . % Output
% Up to 9 SLOs total, each referencing a measurement (M) of some type (T)

% Component Instances % No two SLOs target the same measurement.

% Exactly one type chosen for each cID. 4-8 total conponents overall. #show comp/2.

#show connected/2.

{ slo(5,M,T) : sID(S), measurement(M,T) }.

1€ comp(C,T) : component_type(T) } 1 t= cID(C). . . g

" 1= #count { (S,1,T) : slo(S,M,T) } > 9. #show slo/3.
% Enforce 4-8 total components i- slo(s1,M,T), slo(s2,M,T), S1 != 2. #show policy/4.

:= #count { C 1 cID(C), comp(C,_) } < 4.
:= #count { C 1 cID(C), comp(C,_) } > 8.

Answer: 1

slo(1, response_time,service) slo(9,availability,db) comp(1,service) comp(2,service) comp(3,db) comp(4,db) comp(5,db) comp(6,service) comp(7,db) comp(8,
db) policy(1,1,up, response_time) policy(1,2,up,response_time) policy(2,3,up,response_time) policy(8,2,up,availability) policy(1,2,down, response_time)
policy(6,2,down, response_time) policy(3,2,down,availability) policy(4,2,down,availability) policy(5,3,down,availability) policy(7,2,down,availability)
connected(1,2) connected(1,3) connected(2,3) connected(1,4) connected(2,4) connected(1,5) connected(2,5) connected(1,6) connected(2,6) connected(3,6)

connected(4,6) connected(5,6) connected(1,7) connected(2,7) connected(3,7) connected(4,7) connected(5,7) connected(6,7) connected(1,8) connected(2,8)
connected(3,8) connected(4,8) connected(5,8) connected(6,8)
SATISFIABLE

Projekte und Abschlussarbeiten — SP Self-Adaptive Systems (R. Straub)
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Generative Al for Control and Embedded Software
Engineering (A. Raschke)



Generative Al for Control and Embedded Software Engineering

Overview

e Code generation using LLMs is becoming
increasingly common.

® However, the use of Al in the field of control and
embedded software is not yet widespread

e What obstacles/problems prevent control software
manufacturers from using Al?

® How can this situation be improved?

ChatGPT (2026), Al-generated picture.

Al for Embedded SE




Problems and Needs in Using Al in Automation SE

Problem
® What are the barriers for not using Al in
automation SE?
® What is necessary to improve the situation?
* Goal
® Gather experiences and opinions from industry
® List of barriers and ideas how the situation can
be improved
* Tasks
® Interview study with industrial partners
® Qualitative analysis of answers
® Coding and clustering of results
Needed Skills
® Communication skills

ChatGPT (2026), Al-generated picture.

Al for Embedded SE
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Algorithm Detection

Overview

= SW Comprehension Problems

= Tedious, time consuming and often manual
process

= Out of date documentation

g A {% = Colleagues and experts not available

Analysis of Source Code Detected algorithms = Goal
Base and involved components

= Support software comprehension by
automatically detectiong algorithms
contained in a code base

Projekte und Abschlussarbeitel b i i il Algorithm Detection



LLM Explainability in Algorithm Detection
Con | |

= W ©

— | Evaluation

L
il

L
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LLM Explainability in Algorithm Detection

[Integrated Gradients:

Which input words result in London? = Goal
€y Heath rowfEES t is 1 ted in the ity of > London . . .
‘O’ H @ A rger 1 foced inshe i Lonn = Understand why and in which cases LLMs fail.

Self-Explanation:
Strategy This is not a Bubblesort
@ implementation because of " TaSks
onATarT the absence of swappingand = Asses different explanation techniques.

~_
U repeated passes through the A .
-—P Evaluation | J3SIERENLI list. = Select and evaluate two explanation techniques
-— for different failure cases.
l Attention-head Visualization: = Possibly evaluate with different LLMs.
— = No previous ML background required.

PR P P
i
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Static and Dynamic Program Analysis for Data Science

Overview

> No Execution 3‘©> Over-approx. Info
for all runs

Static Analysis

Project -
2 Execute with Input i> Exact Info. for
—

- - a single run
Dynamic Analysis

Projekte und Abschlussarbeiten — SP - 6. Static and Dynamic Program Analysis for Data Science (F. Sihler)

Let's dive in!

Static & Dynamic Analysis



O end 0]
What did they do to my figure? ﬁ #. Jﬁ

N N a8 "Jﬁﬁ

O]
, : ® Problem
- - 4\ ® Figures in publications may differ
from those produced by the artifact
*® |tis hard to link figures to code
L J S —— * Goal
<P ® |dentify changes in figures
® Tasks
® Extract figures and compare them
® Link figures to code via static analysis
L ) ® Evaluate on real-world papers
Publication \Code Artifact ¢ Needed Skills

® Programming in a language of choice
® Understanding of empirical eval.

Static & Dynamic Analysis



Program Slicing to Improve Conventional Coverage

[ BA_J mA
* Problem
® Test coverage can be misleading
setup_conn « function() { e Goal

con « dbConnect(SQLite(), ":memory:")

dbExecute(con, "CREATE TABLE...") ® Improve test-coverage metrics with

return(con) program slicing
} ® Tasks
test_that("DBI::dbExecute works", { ° Piqu langua.ge of Fh_Oice )
expect_false(is.null(setup_conn())) * Identify sensible slicing points
b ® Evaluate on real-world projects
¢ Needed Skills

® Understanding of test coverage
® Programming in a language of choice

Static & Dynamic Analysis



o
Fully automated Correctness Verification for Static Analysis Tools gt -.,
OeA
Problem

® Languages have many, complex and
usually underspecified semantics
® Verifying static analyses is hard
* Goal
® Find automated ways to check

CFG
correctness properties
> f;}v» > Tasks

Static Analyzer ® |dentify strategies like metamorphic
testing or differential testing
® Use these to generate test cases
® Evaluate effectiveness
Needed Skills
® Knowledge of PBT or similar

Static & Dynamic Analysis 17.4

\verlfy\




Transitive Packages and Security f‘!-ﬂ"\"‘!’
Eﬁ?ﬁr‘: -ta
* Goal

® Work on and extend flowR, a static
analysis framework
¢ (Possible) Tasks
- - ® Security Analysis
Transitive Package Information
Dynamic Code Loading

[ )
)

® e Implicit Assumption Inference
)

¢ Needed Skills
® Programming in/with TypeScript

Static & Dynamic Analysis 17.5



— 6 —
CodeMOrgs (A. Diera)



CodeMOrgs

Model Organisms for Benchmarking Interpretability Methods on Code Generation

CodeMOrgs: Model Organisms for Benchmarking Interpretability Methods on Code Generation

Code Generation

Q —m:l @ Benchmark Tasks

Asymptotic Memory Mechanistic Localization
lowdown Inefficiency 7 identify causal components

@ > ﬁ Causal Intervention
m T mitigate defect, retain capability
3 B -
Sequrity; ea Interpretability
Methods
Small Models with

Vulnerability Maintainability
Quality Defects 1

Causal Testing & Evaluation

Model Organisms

Projekte und Abschlussarbeiten - SP - 7. CodeMOrgs (A.

Evaluation Oracles
e —d} Test Cases
| =
@B@cution Trace

tatic Analyzer

Linter

Ground-Truth Measurements

odeMOrgs



Model Organisms with non-functional Code Quality Defects

[ BA_J mA
* Goal
® Create small models that exhibit
T, specific coding behaviours
® Tasks
{@ ® Create custom training dataset with
g ey code quality defects

n nefficiency

® Fine-tune small LLMs on the new

Slowdow
@ dataset

Security Low ® Setup coding tasks to test the models
Vulnerability Maintainability
Small Models with ¢ Needed Skills

Quality Defects
® Python
® Knowledge in machine learning, LLMs
® Knowledge/Interest in at least 1 code
quality aspect

Projekte und Abschlussarbeiten - SP - 7. CodeMOrgs (A. Diera) CodeMOrgs



Code Quality Evaluation of Large Language Models

[ BA ] MA |
e Goal
® Create an evaluation harness for Al
T ey T e P generated code that measures code
quality

E:’q Test Cases

® Tasks
E"e‘“"'°" Tge ¢ Define code quality metrics using
formal tools

Static Analyzer . . .
" ® Develop an evaluation pipeline
Linter ® Benchmark multiple open and closed
Ground-Truth Measurements Sourced LLMS
4 ¢ Needed Skills

® Code Analysis tools
® System Design
® Knowledge/Interest in code quality

Projekte und Abschlussarbeiten - SP - 7. CodeMOrgs (A. Diera) CodeMOrgs
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Architectural Security Analysis

<<context>>

UsageSpecification: User

«component» g |

- «component» = |

<<context>>

UsageSpecification:
OnPremiseAdmin

NEe==

Online Shop

<<de&|oy>>

<<device>>

On Premise Server

Projekte und Abschlussarbeite|

Database Service

<<degla9;>

<<device>>

Cloud Server

<<context>>

UsageSpecification:
CloudAdmin

SP - 8. Architectural Security Analysis (L. Le)




Mitigation of Attack Propagation using Architectural Analysis and Language Models

<<aftacker>>

Gained permission:
OnPremiseAdmin

<<d'eg loy>>

<<oonlext>> N
. - 4

<<vulnerable>>

CVE-2025-54422: Password
is exposed

OnPremiseAdmin-

Online Shop

<<de;jl0y>>

<<context>>
UsageSpecification <<device>>
OnPremiseAdmin

On Premise Server

«component» E

«component» E
Database Service

* Problem

® An attack can propagate and thus
affect the entire cyber-physical
systems.’

® Selecting appropriate mitigation
techniques requires a lot of expert
knowledge.

® LLM is being used in security.>

9Walter et al. "Architectural attack propagation analysis
for identifying confidentiality issues." ICSA. IEEE, 2022.
bWang et al. "Shieldgpt: An lIm-based framework for ddos

mitigation." Proceedings of the 8th asia-pacific workshop on
networking. 2024.

€Gong et al. "Information security based on llm
approaches: A review." arXiv preprint arXiv:2507.18215 (2025).

Architectural Security Analysis -



Mitigation of Attack Propagation using Architectural Analysis and Language Models (Cont.)

* Goal
® Using Large Language Model (LLM) to
mitigate an attack propagation based
on previous work.
® Current research
® Architectural attack propagation
analysis.??

AWalter et al. "Architectural attack propagation analysis
for identifying confidentiality issues." ICSA. IEEE, 2022.

b\walter et al. "Architecture-based attack propagation and
variation analysis for identifying confidentiality issues in
Industry 4.0." at-Automatisierungstechnik 71.6 (2023):
443-452.

* Overall Tasks

® Research and develop an approach to
use architectural attack propagation
analysis and LLM to mitigate an attack
propagation.

® Using architecture and asking LLM to
identify the vulnerabilities and a
suggestion to mitigate the
vulnerabilities.

® Analyse the attack propagation with
the proposed mitigation.

Architectural Security Analysis




Mitigation of Attack Propagation using Architectural Analysis and Language Models (Cont.)
[ BA J mA |

e Tasks in detail and the expected results
® Build a Retrieval-Augmented Generation (RAG) from vulnerability database’.
® Develop a process that allows to use a software architecture model, access control

policies model as the input for LLM.
® The output is the possible attacks and how they propagate through the architecture and

the mitigation proposed by LLM.

"https://nvd.nist.gov/
Architectural Security Analysis 21.4



Online Modelling and Analysis Tool to investigate Attack Propagation in Software Architectures

éptatfnrm'.n’resource,n’Maimenante.frunnlng_example attacker b What we have?
I ® An attack propagation analysis tool is
» 4 Conlainer .
4 Attack Container ECllpse'baSEd.a

~ 4 Vulnerability Container ® The current tool allows to model an
— gE attack and analyse its propagation.

+ System Specification Container ° BUT
» F platform:/resource/Maintenance/malntenancescenario.context

® There is no graphical tool to model an

Selection |Parent List Tree Table Tree with Columns

O Properties x B Console attac ke r'.
® When using the tool, we need to
Attack Complesity =low install it into our local machine.
Attack Vector = Network ® \We need a tool can run on
Availability Impact EZ None
Confidentiality Impact E=High browser-based-
CvelD 4+ CVEID CVE-2021-28374 . - . .
CwelD + CWEDI312 https://fluidtrust.github.io/
Entity Name F= Credentials-Running-Example attack-propagation-doc/index.html
Gained Attributes + Usage Specification Admin
Id =
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Online Modelling and Analysis Tool to investigate Attack Propagation in Software Architectures (Cont.)

[ P |
* Goal ® Tasks
® Develop an online modelling tool to ® Develop an web application to
allow modelling an attacker by using support modelling an attacker.
a website. ® Develop the function for the online

tool to allow conducting an attack
propagation analysis.

® Develop the extract function of the
online tool to deliver an attractive
attack graph.
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Online Modelling and Analysis Tool to investigate Attack Propagation in Software Architectures (Cont.)

[ P
¢ Expected Features ¢ Expected Results

® The new online tool should allow the ® Aonline modelling tool that allows
architects upload their software users to conduct an attack
architecture model as the input. propagation analysis.

* We will use Palladio Component ® The online tool can be shipped as a
Model [1] as the architectural dockerized package.
description language. o Needed Skills

® The tool allow architects to model
attacker and conduct the attack
propagation analysis with the
graphical view.

® The tool should allow to download all
models and import them into the
Eclipse-based tool.

® Model-driven development.
® Web application development.
® Dockerization.

Architectural Security Analysis

217



Contact

¢ Who?

® Lan Le

e Prof. Dr. Robert Heinrich
* Email:

® lan.le@uni-ulm.de
® robert.heinrich@uni-ulm.de
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Bis bald beim Institut fiir
Softwaretechnik und Programmiersprachen!

Vielen Dank fiir Ihre Aufmerksamkeit.
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