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Privacy Increasing Group Creation for Networks

Peer-to-peer networks sometimes use group based comm-
unication protocols. These share messages within a group of
participants, e.g., to enhance privacy or provide fault tolerance.

But group-based network protocols are faced with the hard prob-
lem of creating suitable communication groups. This problem is
especially hard if you want to optimize for privacy.

For privacy-preserving protocols we want communication partners
that do not collude. The goal of this thesis is to design a scheme to
classify network participants by collusion probability and deduce a
suitable group size for minimal collusion.

The result of the thesis should be a proof of concept implement-
tation of the scheme, as well as a theoretical evaluation of the
probabilities involved.
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