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Abstract

There is a growing awareness that tool support is needed to develop high-assurance
industry-size software/hardware systems. The aim of these workshops was to provide a
forum of researchers interested in the use and development of tools which support the use of
mathematical techniques for the specification, development, analysis and verification of sys-
tems. This workshop was the fourth in a series of biennial events devoted to this topic. The
first three workshops took place in Kiel (1994), Bremen (1996) and Malente (1998), Ger-
many. This workshop was held at the “Reisensburg”, a beautiful castle near Ulm in South
Germany.

The following technical report contains all accepted submissions chronologically ordered
according to the workshop programme.
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R. Castelló, R. Mili, I.G. Tollis, V. Benson . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 179

Synchronous Object-Oriented Programming: sE2.0
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till
Õ
card

Õ
customer

Ï!Ì�Ù
complete

à���Ï6Ø+É�Ê�Ñ
card

Ï�Ì�Ù
customer

Ê�É�ËÌ�Él×ZÏ&ØUÉ�Ê
till

Õ.Ï�Ì�Ù{×ZÏ&ØUÉ�Ê
complete

Ê�É�ËÌ�É&Ñ
Ç�È�É\Î&Ô+Í�Ó.Ô+Ñ,Ð(Ç�Ð%Ô+ÌgÔ�Ý

card
Ï�Ì�Ù

customer
à

��Ï&ØUÉ�Ê
till  Ñ,É&ÉRÜ.É&×%Ô6Ö"!gÙ�É�Ë�Ì�É&Ñ{Ç�È�ÉNÍ�Ô+Ñ;ÇKÏ!Ü�Ñ;Ç�Ê
Ï!Î�ÇÛ�Ð(É�Ö»Ç�Ô�Ç�È�É4Ñ,Ø�Ñ;Ç�É&Ígà��p×ZÏ�Ñ,Ñ,É&Ñ

Account
Ï�Ì�Ù

Till
Ï!Ê�É4Ð%Ì�ó

Ç,Ê�Ô�Ù�Ò�Î&É&Ù}à$#0Ñ�Ñ,É�Ê,Ç�Ð%Ô�Ì
balanceOK

Ñ;Ç
Ï!Ç�É&Ñ\Ç�È�Ï!Ç\Ü�Ï�×ZÏ�Ì�Î&É�Ô+Ý
Ï�×%×�Ï!Î&Î&Ô+Ò�ÌUÇ�Ñ�Ð%Ñ�Ï�×(ÖXÏ&Ø�Ñ�Ì�Ô+Ì�ó5Ì�É&ÚUÏ!Ç�Ð(Û+É+à&%nÐ(Ç�È�Ù�Ê
Ï&ÖXÏ�×bÐ%Ñ�ÓaÔ�Ñ,ó
Ñ,Ð(Ü×(ÉXÔ+Ì�×(Ø4ÝZÊ�Ô+Í ÏOÇ�Ð%×%×�Ð%ÌGÔ+Ò�ÊtÑ,Ð%ÍGÓ×%ÉXÑ;Ó.É&Î&Ð(ËÎ6Ï!Ç�Ð(Ô+Ì}à'#XÎ�Ç�Ð%Ô+Ì
withdraw

ÈÏ�Ñ}ÇMÖ ÔXÊ�Ô+×%É&Ñ&û
acc  Ô+Ý�Î&×ZÏ!Ñ�Ñ Account !aÏ�Ì�Ù till

 Ô+Ý�Î&×ZÏ�Ñ,Ñ Till !	Ï�Ì�Ù�Ô+Ì�ÉXÓÏ!Ê
Ï�Í�É�Ç�É�Ê6û amount  Ô+Ý�ÇêØbÓaÉ in-
teger

!=à ò Ç	Í�Ï&ØlÜ.É É�Þ�É&Î&Ò�Ç�É&ÙGÐ%Ý�Ç�È�ÉpÖOÐ Ç�È�Ù�Ê
Ï&ÖOÌ�Ï�Í�Ô�Ò�ÌUÇtÐ%Ñ
Ó.Ô+Ñ,Ð(Ç�Ð(ÛUÉ Ï�Ì�Ù4Ç�È�É�Ê�ÉpÉ�Þ�Ð%Ñ;Ç�Ñ�É&Ì�Ô+Ò�Ú+È4Í�Ô+Ì�É�Ø4Ô�Ì4Ç�È�É Ï!Î&Î&Ô+Ò�ÌUÇ6à
#XÇ Ç�È�Ð%ÑX×%É�Û+É&×.Ô+Ý�Ï!ÜÑ;Ç,Ê
Ï�Î�Ç�Ð%Ô+ÌoÖ ÉSÙ�Ô�Ì�Ô�ÇXÑ,Ó.É&Î&Ð%ÝZØ�Ï�ÌUØbÇ�È�Ð%Ì�Ú
Ï!Ü.Ô+Ò�ÇlÎ&Ò�Ñ;Ç�Ô+Í�É�Ê�ÑlÔ�ÊlÎ6Ï!Ê�Ù�Ñ&à)(\É�Ó.Ô+Ñ,Ð(ÇlÐ%Ñ4Ï!×%Ñ,ÔgÓaÔ+Ñ,Ñ,Ð(Ü�×%É�Ð%Ì
Ç�È�É\×ZÏ&ØUÉ�Ê6à
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��Ï&ØUÉ�Ê

customer  Ñ,É&ÉpÜ.É&×%Ô6Ö"!}Ê�É�ËÌ�É&Ñ	Ñ;Ó.É&Î&Ð(Ë�Î6Ï!Ç�Ð%Ô+Ì tillÜbØ8Ï!Ù�Ù�Ð%Ì�Ú3Ï�Ñ;ÓaÉ�Î�Ç
ÑSÊ�É&×ZÏ!Ç�É&Ù~Ç�ÔgÎ&Ò�Ñ;Ç
Ô�Í�É�Ê�Ñ\Ç�Ô�Ç�È�É�Í�ÔbÙ�É&×5à
ùXÈ�É�×ZÏ&ØUÉ�Ê_Ñ;ÓaÉ&Î&Ð(Ë�É&Ñ\Ç�ÈÏ]Ç\ÖOÐ(Ç�È�Ù�Ê
Ï&ÖXÏ�×%ÑlÏ!Ê�É�Ô�Ì�×(Ø{Ó.Ô+Ñ,Ñ,Ð(Ü�×%É
ÝiÔ!ÊlÎ&Ò�Ñ;Ç�Ô+Í�É�Ê�Ñ_ÝFÊ�Ô+Í Ç�È�É&Ð(Ê_Ô6ÖOÌRÏ�Î&Î&Ô�Ò�ÌUÇ�Ñ&à)yOÖOÌ�É�Ê�Ñ,È�Ð(Ó8Ð%Ñ
Ñ;Ó.É&Î&Ð(ËÉ&Ù�ÜbØoÊ�É&×ZÏ!Ç�Ð%Ô�Ì

CustAcc
à
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K
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��Ï&ØUÉ�Ê
card

Ï�Ù�Ù�Ñ_Ï�Ñ;ÓaÉ&Î�Ç�ÑSÔ+ÝAÎ6Ï!Ñ�È~Î6Ï!Ê�Ù�Ñ0Ç
ÔoÇ�È�É4Ñ,Ó.É&Î&Ð(ó
ËÎ6Ï!Ç�Ð%Ô+ÌaÕ�Ï�Ì�Ù{ËÌÏ�×(×(Ø~×ZÏ&ØUÉ�Ê

complete
ÚUÏ!Ç�È�É=Ê
Ñ\Ï�×%×�Ç�È�É4Ê�É�ó

ËÌ�É&Í�É&ÌUÇ�Ñ4Ç�Ô+Ú�É�Ç�È�É�Ê6à{ùXÈ�É&Ñ,Éo×ZÏ&ØUÉ�Ê�ÑGÏ!Ê�ÉoÔ�Í�Ð(Ç,Ç�É&ÙNÈ�É�Ê�É�Ç�Ô
Ñ
Ï&Û+ÉlÑ;ÓÏ�Î&É+à

� �q���}���
�#â:� ����ì��SíMï�é}ì.ï��"��é
%nÐ(Ç�ÈNÇ�È�É�É�Þ�Ó.É�Ê�Ð%É&Ì�Î&É�ÚUÏ�Ð%Ì�É&ÙWÖOÐ Ç�ÈWÇ�È�ÉoË�Ê�Ñ;Ç�Ú+É&Ì�É�Ê
Ï!Ç�Ð%Ô+Ì
Ô+ÝoôGõiö!÷\ønÇ�ÔbÔ+×%Ñ&ÕpÖ ÉgÑ�Ï&Ö���þ�����üh���
	 ������Õ���h�4���t�@������	 �����hÏ!Ì�Ù
ÿ���üh����	 �����hÏ!Ñ�Ç
È�É3Í�Ô+Ñ;ÇoÐ%ÍGÓaÔ!Ê,Ç=Ï!ÌUÇ�Î�Ô+Ì�Ñ,Ð%Ù�É�Ê
Ï]Ç
Ð(Ô+Ì�Ñ�Ö#È�É&Ì
Î=È�Ô�Ô+Ñ,Ð%Ì�Ú�Ð%Í�Ó�×%É&Í�É&ÌUÇ
Ï!Ç�Ð%Ô�Ì«Ç�É&Î=È�Ì�Ô+×%Ô�Ú+Ð%É&ÑRÏ�Ì�Ù Ù�É&Ñ�Ð(Ú+Ì�Ð%Ì�Ú
Ç
È�É�Ú+É&Ì�É�Ê
Ï�×AÏ]Ê�Î=È�Ð(Ç�É&Î�Ç�Ò�Ê�É�Ô+ÝpÇ�È�É�Ì�É�Ö Ç�Ô�Ô+×(Ñ,É�Ç]à���Ô�Ê,Ç
Ï!Ü�Ð%×(ó
Ð(ÇêØ�ÖXÏ�ÑpÉ&Ì�Ñ,Ò�Ê�É&Ù�ÜbØ�Î=È�Ô�Ô+Ñ,Ð%Ì�Ú ò:� y��Q����Ï�Ì�Ùa�UÏ&Û+Ï4Ï!ÑpÇ�È�É
Ð%Í�Ó�×%É&Í�É&ÌUÇ
Ï!Ç�Ð%Ô�Ì{×ZÏ�Ì�Ú+ÒÏ�Ú�É&Ñ6àj tÞ�Ç�É&Ì�Ñ�Ð ÜÐ%×%Ð(ÇMØ�ÖXÏ�ÑSÏ�Î
È�Ð%É�ÛUÉ&Ù
ÜbØ�Ù�É&Ñ,Ð%Ú+Ì�Ð%Ì�Ú4ÏlÚ�É&Ì�É�Ê
Ï�×�Ï]Ê
Î
È�Ð Ç�É&Î�Ç�Ò�Ê�É  Ù�É�ÓÐ(Î�Ç�É&Ù�Ð%Ì�¡�Ð%Ú+Ò�Ê�É¢ !XÎ&É&ÌUÇ�É�Ê�É&ÙgÏ!Ê�Ô+Ò�Ì�Ù{Ï�ÍlÒ�×(Ç�Ð(ó5Ó�Ò�Ê,Ó.Ô+Ñ,É4Ð(ÌUÇ
É�Ê�Í�É&Ù�ÐZÏ]Ç
É_ÝFÔ�Ê�Í
Ï�Ì�ÙfÒ�Ç�Ð%×%Ð{£&Ð%Ì�ÚV��þ6þ�¤o��Ç�ÈÏ!Ç�Ï�×%×%Ô6Ö�Í�Ô�Ù�Ð%ÝFØ�Ð%Ì�Ú8Ï�Ì�ÙfÏ�Ù�Ù�Ð%Ì�Ú
ÝiÒ�Ì�Î�Ç�Ð%Ô+ÌÏ�×(Ð(ÇêØUà
ùXÈ�É Ð%ÌUÇ�É�Ê�Í�É&Ù�ÐZÏ!Ç�ÉXÝFÔ�Ê�Í»Ó�Ê�Ô�Ù�Ò�Î&É&ÙGÜbØlÇ
È�ÉOôGõiö�÷Sø�Î&Ô+ÍGó

ÓÐ%×%É�Ê	ÝFÊ�Ô+ÌUÇ	É&Ì�ÙGÐ%ÑtÏ!Ì�É�ÞbÓ×%Ð%Î&Ð ÇtÏ�Ì�Ù}¥Ï!Ç�Ê
É�Ó�Ê�É&Ñ,É&ÌUÇ
Ï!Ç�Ð%Ô+ÌGÔ+ÝÏ
×ZÏ&ØUÉ�Ê�É&ÙlÑ;Ó.É&Î&Ð(ËÎ6Ï!Ç�Ð%Ô�Ì}à ò Ç�Ð%Ñ�Ò�Ç
Ð(×%Ð{£&É&Ù_ÜbØSÇ�È�ÉAÎ&Ô�Í�ÓÐ(×%É�Ê�Ð(Ç�Ñ,É&×%Ý
Ï�Ì�ÙgÑ�É=ÛUÉ�Ê
Ï�×aÜ�Ï�Î ú É&Ì�Ù�Ñ#Ç�È�Ï!Ç#Ó�Ê�Ô�Ù�Ò�Î&É_Ð%Ì�Ó�Ò�Ç0ÝiÔ!Ê0Ù�ÐD¦.É�Ê�É&ÌUÇ
Ç
ÔbÔ+×%Ñ&à

�#â5á §�¨ª©¬«2®'¯X°
ô�õiö!÷Sø»÷Sø&±�²�õ
³h´�µhÓ×ZÏ&Ø�Ñ�Ï~Î&É&ÌUÇ,Ê
Ï�×pÊ�Ô+×(É�Ð%ÌNÇ�È�Égô�õiö!÷Sø
Ç
ÔbÔ+×%Ñ,É�Ç6à ò Ç0Ö Ô�Ê ú Ñ\Ï�ÑSÏ�×%Ð%Ì ú Ü.É�ÇMÖXÉ�É&Ì3Ù�ÐD¦.É�Ê�É&ÌUÇ0Ç�Ô�Ô+×%ÑSÏ!Ì�Ù
ô�õiö!÷SøKÑ,Ô+Ò�Ê�Î&ÉSÎ&Ô�Ù�É+à � Ç
Ï�Ì�ÙÏ]Ê
Ùs�Q���dÖXÏ�ÑXÎ
È�Ô+Ñ,É&Ì�Ï�ÑXÇ�È�É
Ð%Í�Ó�×%É&Í�É&ÌUÇ
Ï!Ç�Ð%Ô�Ì�×ZÏ�Ì�Ú+Ò�Ï�Ú+É#ÝiÔ�ÊAÐ Ç
Ñ	Ú+Ô�ÔbÙ�Ó.É�Ê�ÝiÔ�Ê�Í�Ï�Ì�Î&ÉOÏ!Ì�Ù
ÓaÔ�Ê,Ç
Ï!Ü�Ð%×%Ð(ÇMØUà�yOÜt�;É&Î�Ç,ó�Ô�Ê�Ð%É&ÌUÇ�É&Ù3ÝiÉ6Ï!Ç�Ò�Ê�É&ÑSÏ�Ì�Ù{Ú+É&Ì�É�Ê�Ð%Î&Ð(ÇêØgÔ+Ý
�Q���»Ï!Ê�É_È�É&Ï6Û�Ð%×(Ø�Ò�Ç�Ð%×%Ð{£&É&Ùaà
¡Ò�Ì�Î�Ç�Ð%Ô+ÌÏ!×%Ð(ÇêØ»Ô+Ý�Ç�È�ÉhÎ&Ô+ÍGÓÐ%×%É�Ê8Ð%Ñ8Ù�Ð(Û�Ð%Ù�É&Ù«Ð%ÌUÇ�Ô`ÇêÖ Ô

ÓÈÏ�Ñ,É&Ñ&û�¶���þ������:���7�lÏ�Ì�Ù4Ñ,É�ÛUÉ�Ê
Ï�×O�
üUý@¤B�:���7���
à	ùXÈ�ÉAÝFÊ�Ô+ÌUÇ,ó5É&Ì�Ù
Ó�Ê�Ô�Ù�Ò�Î&É&ÑlÏ�Ì8Ð%ÌUÇ�É�Ê�Í�É&Ù�ÐZÏ!Ç�É�ÝFÔ�Ê�Í½Ô+Ýlô�õiö!÷SøfÑ�Ô�Ò�Ê�Î&É+à�#0ÝFó
Ç
É�ÊtÑ�Ò�Î&Î&É&Ñ,Ñ,ÝiÒ�×�Ç,Ê
Ï�Ì�Ñ,×ZÏ!Ç�Ð%Ô+Ì�Ð%ÌUÇ�Ô_Ð%ÌUÇ�É�Ê�Í�É&Ù�ÐZÏ!Ç�É#ÝiÔ�Ê�Í�ÕUÜÏ�Î ú ó
É&Ì�Ù�Ñ Ô+ÝaÇ�È�ÉSÎ&Ô�Í�ÓÐ(×%É�ÊXÍ�Ï&Ø�Ü.ÉSÒ�Ñ,É&Ù�Ç�ÔlÓ�Ê�ÔbÙ�Ò�Î&ÉSÐ%Ì�ÓÒ�ÇXÝFÔ�Ê
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VHDL, C, ...

Code
generator(s)

Compiler
front-end

DisCo
layer

Imported specification branches

Intermediate form

Animation
back-end

Java classes

Animator

Dynamically linked

PVS,
Kronos...

ScenarioScenario
file

Verification
back-end(s) Tool

·'¸{¹.º�»¼�½�¾C¿"¼0Àt¼�»@Á�Â&Á�»Ã@Ät¸DÅ¼0Ã�Åºt»¼�Æ.Ç\ÅÄ�¼ªÈ$É�Ê�Ë"ÌÍÅÆ�Æ�Â{ÎL¼�ÅoÏ

Ð ¸DÑR¼�»¼0ÀhÅQÅÆ�Æ.Â{Î0Ò�Â{¸DÓh¼}Ô}Õ=É
Ö�×�ØOÌ&ÙÚÆ�» Ð ¸ ÑO¼�»¼0ÀhÅQÛh¼�»¸DÜ�ÃoÁBÅ¸{Æ.À
ÅÆ�Æ�Â{Î0Ï
ÝXÄ�¼QÇg»�Æ�ÀhÅLÞ4¼0À Ð Æ.Ç�ÅÄt¼QÃ0Æ.ß$à�¸{Â{¼�»fÅ�Á�Óh¼0Î�Æ.À�¼�ÈáÉ�Ê�Ë"ÌpÂgÁ0âh¼�»

Á�À Ð ÅÄ�¼�¸{ÀhÅ¼�»ßá¼ Ð ¸gÁ�Å¼�Ç
Æ�»ß�ÎQÆ.Ç&àRÆ.ÎLÎL¸Dã�Â âp¸DßáàRÆ�»LÅ¼ Ð Î:àR¼0Ã�Þ
¸DÜ�Ã0Á�Å¸{Æ.À�ãt»@Á�À�Ã�Ä�¼0ÎaÁ�Î)¸DÅÎ�¸{À�à�ºtÅÎ0ÒQÁ�À Ð à�»Æ Ð º�Ã0¼0Î)Á�Àä¸{ÀtÞ
Å¼�»ß�¼ Ð ¸gÁ�Å¼�Ç�Æ�»ßåÆ.ÇRÅÄ�¼�Î:àO¼0Ã0¸ Ü�ÃoÁ�Å¸{Æ.ÀOÏ�ÝXÄ�¼�¸{ÀhÅ¼�»ßá¼ Ð ¸gÁ�Å¼
Ç�Æ�»ßæÃ0Æ�»L»¼0Î:àRÆ.À Ð Î�Æ.Àt¼$ÅÆpÆ�À�¼$ÅÆ)Å�Ät¼á¸{ÀhÅ¼�»À�Á�Â'»¼�à�»¼0ÎL¼0ÀtÞ
Å�Á�Å¸{Æ.ÀçÆ.Ç�ÅÄ�¼áÎL¼0ß�Á�ÀhÅ¸DÃoÁ�Â�ÅL»¼0¼sè�Æ�»ªé2ê�¿�ë�Æ.Ç�ÅÄ�¼�Î:àR¼0Ã0¸DÜ�Þ
ÃoÁ�Å¸{Æ.ÀsãR¼0¸{Àt¹)Ã0Æ.ß$à�¸{Â{¼ Ð Ï�ÝXÄ�¼}¸{ÀhÅ¼�»ßá¼ Ð ¸gÁ�Å¼ªÇ�Æ�»�ßáÎ"Æ�Ç�¸{ßáÞ
àRÆ�»LÅ¼ Ð ãt»@Á�À�Ã�Ä�¼0Î"Á�»¼ªß�¼�»¹.¼ Ð ¸DÀhÅÆ�ÅÄt¼�ÅL»¼0¼�»¼�à�»¼0ÎL¼0ÀhÅ¸{Àt¹
ÅÄ�¼pÎ:àR¼0Ã0¸DÜ�Ã0Á�Å¸{Æ.À^ãO¼0¸DÀ�¹çÃ0Æ.ßáà�¸{Â{¼ Ð ÏVìXÄ�¼0ÃÓt¸{Àt¹çÎLâ�ÀhÅ�Á�Ã�Å¸{Ã
Á�À Ð Î¼0ß�Á�ÀhÅ¸{Ã}Ã0Æ�»»¼0Ã�ÅÀt¼0ÎLÎ2Æ.Ç'ÅÄ�¼�Ã0Æ Ð ¼�¸{Î�ÃoÁB»L»�¸D¼ Ð Æ.ºtÅ2ã�â
ÅÄ�¼�Ç
»Æ.ÀhÅLÞ4¼0À Ð ÏpílÇQÁ�ÀÍ¼�»L»�Æ�»$Æ�Ã0Ã0ºt»Î Ð ºt»¸DÀ�¹sÅÄ�¼�Ã0Æ.ß$à�¸{ÂgÁ�Þ
Å¸{Æ.ÀOÒ�À�Æ�¸{ÀhÅ¼�»ßá¼ Ð ¸gÁ�Å¼�Ç�Æ�»ßî¸{Îjà�»Æ Ð º�Ã0¼ Ð Ï
ï�ð�ñ�ò�ó.ô�ñ�õ�ðaö�óh÷@øBù:ú�ð7û Æ.Ç�ÅÄ�¼CÃ0Æ.ßáà�¸{Â{¼�»�à�»Æ Ð º�Ã0¼0Î�Áªü4ý ú�÷�ùñ þC÷ó.ô�ñdõ�ð^ú�ð�ÿ�ñ�ð7ú Ò��QÄ�¸{Ã�Äç¸{ÎªÁ��hÁ0Û.Á)à�Á�Ã�Ó�Á�¹.¼.Ò=Ç�Æ�»}Ô}Õ=É
Ö�×��

ØOÌ&Ù'Ï^í4Å�Æ�ÑO¼�»Î�Á�ÀV¸{ÀhÅ¼�»Ç�Á�Ã0¼aã�â��2Ä�¸DÃ@ÄäÔ}Õ=É
Ö�×�ØOÌ&Ù¬ÃoÁ�À
¸{À�Î:Å�Á�ÀhÅ¸{Á�Å¼áÆ�ã��L¼0Ã�ÅÎ�¸{À ÅÄ�¼$Ã�»¼oÁ�Å¸{Æ.À à�Ä�Á�ÎL¼.Ò&Á�À Ð ¼
	t¼0Ã0º�Å¼
¼0À�ÁBã�Â{¼ Ð Á�Ã�Å¸{Æ�À�Îf¸DÀáÅÄ�¼X¼
	t¼0Ã0º�Å�¸DÆ.À$à�Ä�Á�ÎL¼.Ï�ÝjÄ�¼j¼0Àt¹.¸{À�¼jÀ�Æ�Þ
Å¸DÜ�¼0Î}Ô}Õ=É
Ö�×�ØOÌ&Ù^Á�ãOÆ�ºtÅªÎ:Å�Á�Å¼áÃ@Ä�Á�À�¹.¼0ÎªÁ�À Ð ÎLÆ.ßá¼�Æ�ÅÄ�¼�»
¼�Ûh¼0ÀhÅÎ0Ïaí4ÅáÁ�ÂDÎÆ�¸DÀ�Ç�Æ�»ß�ÎáÔ}Õ=É
Ö�×�ØOÌ&Ù�ÁBãOÆ.º�Å$¼�À�Á�ã�Â{¼ Ð Á�Ã�Þ
Å¸{Æ.ÀtÎoÏ�ÝjÄt¼�Á�ÎLÎL¼�»LÅ¸{Æ.ÀtÎªÆ.Ç�ÅÄ�¼áÎ:àO¼0Ã0¸DÜ�ÃoÁ�Å¸{Æ.ÀÍÁ�»¼�¹�º�Á�» Ð ¼ Ð
ã�âaÅÄ�¼�¼0Àt¹.¸{À�¼ Ð ºt»¸{À�¹�¼
	�¼0Ã0ºtÅ¸{Æ.ÀOÏ
�jÁ�ÃÓ�Þ4¼0À Ð Î)Ç
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1 Intr oduction
Formal verificationhasbecomean importanttask in the designof systems.Techniqueslike symbolicmodel
checkinghave reachedindustrialapplicability. Thesetechniquesarewell suitedfor fully synchronoussystems
modeledwith qualitative time. If systemsareembeddedin a real-timeenvironmentandupperboundsfor reac-
tion timesareimportantto guaranteea properandsave functionality, theverificationof real-timepropertiesis
very important. We target at this application area with our toolRAVEN.

RAVEN is a real-timemodelchecker extendedby analysisalgorithms.Thesystemdescriptionis specified
asa network of communicatingparallelworking real-timeprocesses.Eachprocessis a time extendedfinite
statemachine(I/O-interval structure[1,2]). The propertiesare specifiedin the quantitative temporal logic
CCTL. The queriesfor the analysiscapabilitiescover minimum, maximumandmaximalstability computa-
tions.RAVEN is ableto generatecounterexamplesandwitnessesfor CCTL formulas.Analysisresultscanbe
visualizedby traces.All tracesare graphically presentedin an integratedwave form browser. Moreover,
RAVEN offersadditionalchecks.For instance,it candetectdead-andlive locksandvisualizestracesto these
"locks" in its integratedwave form browsertool. It is alsopossibleto generaterandomsimulationsof thecom-
posed system.

RAVEN usesMTBDDs for a symbolic representationof the systems[8]. This datastructureresultsin a
compactsystemrepresentationandefficient verificationalgorithms.On someexampleswe have shown that
this approach outperforms some state of the art tools for the verification of timed systems.

Thenext sectiongivesanoverview of theprocessingstepsof theverificationandtheunderlyingarchitec-
tureof theRAVEN system.In Section3 we presentthe input languageof RAVEN. This languageis usedto
describeparallelworking processesandto specify formal propertiesto prove andtiming queriesto analyze.
Somegeneralremarksaboutthe implementationaregiven in Section4. Afterwardswe presentsomeexperi-
mental results in Section 5.

2 Architecture
Themain tasksof RAVEN afterparsingthe input file, is
the constructionof the MTBDDs for eachprocess,the
compositionandsynthesisof theMTBDD for thesystem
transitionrelation.The resultingMTBDDs arethenused
for checkingspecificationsandfor answeringtiming que-
ries. After the composition,RAVEN canbe switchedto
an interactive modeallowing the userto manipulatehis
specificationsand queries and to add new ones. The
architecture ofRAVEN is shown in figure Fig.2.1.

After calling xraven, the graphical user interface
appears.In this window the userspecifiesthe input file
and choosessomeglobal options.Afterwards,the RIL-
compiler(RAVEN input language,seeSection3) andthe
compositionenginearestarted.After thecompositionis completed,RAVEN activatesthewindow of theinter-
activeproofmanager. A screenshotshowing theproofmanagerwindow, thewave form browserandthewave-
form orderwindow is printedbelow. Theproof managerwindow shows all specificationsandtheir proof state.
Also theanalysisqueriesandtheir computedvaluesareshown. New specificationsor queriesmaybetypedin
this window or read in from an external file.

1.This work is sponsored by the German Research Grant (DFG-Project GRASP)

Fig. 2.1.RAVEN’s architecture
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3 The input format RIL
RIL (RAVEN input language)is a simplelanguagefor specifyingnetworksof communicatingtime extended
finite statemachines(I/O-interval structure[2]). EachRIL modulecontainsone I/O-interval structure.The
structuresaredefinedasstatetransitiongraphs.Thetransitionsarelabeledwith time intervalsandinput restric-
tions.Inputsarefunctionalconnectedto outputvariablesof othermodules.Thefollowing paragraphintroduces
the I/O-interval structures.

Structuresarestate-transitionsystemsmodelingHW- or SW-systems.Thefundamental
structuresareKripke structures(unit-delaystructures,temporalstructures)which may be
derived from FSMs.Our basicmodelsfor real-timesystemsare interval structures,i.e.,
statetransitionsystemswith additionallabelledtransitions.We assumethat eachinterval
structurehasexactly oneclock for measuringtime. The clock is resetto zeroif a stateis
entered.A statemaybeleft if theactualclockvaluecorrespondsto adelaytime labelledat
anoutgoingtransition.Thestatemustbeleft if themaximaldelaytimeof all outgoingtran-
sitionsis reached.Oneclock tick is thelowestgranularityfor thetimemodeling.To expand
interval structuresby apossibilityfor communication,wehaveextendedthemto I/O-inter-
val structures.Thesestructurescarry additional input labelson eachtransition.Suchan
input label is a Booleanformulaover theinputs.We interpretthis formulasasinput condi-
tions which have to hold during the correspondingtransition times. For instanceinput-
insensitive edges carry the formula .

The I/O-interval structureof the figure above may be expressedby the RIL-descriptionshown on the left
side.

RAVEN allowsto mix timedmoduleswith full synchronousmodules.Thetransitionrelationsof thesemodules
areprecededby thekeywordNEXT. Thenthetransitionrelationis definedby aconjunctiveconnectedsequence
of booleanformulas.Theusualway to specifythesemodulesis by antransitionfunction for eachsignal.The

Fig. 2.2. Screenshot

Fig. 3.2. RIL description of a timed process and a synchronous unit-delay process

Fig. 3.1. Structure

[1,3] a

a

0 1 2 3 time

i¬

true

MODULE structure
SIGNAL a : BOOL
INPUT i := other_module.output
STATES

s0 := {}
s1 := {a}

INIT s0
TRANS |= s0 == !i:[1,3] ==> s1

END

MODULE sync
SIGNAL

a : BOOL
b : BOOL

INPUT i := om.output
INIT a & b
NEXT a’ = i & b

b’ = i & a
END
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descriptionontheright sideshowsanexampleof ansynchronousmodule.All statechangestake implicitly one
unit time step

CCTL [1] is a temporal logic extending
CTL [11] with quantitative boundedtemporal
operators.It is usedto describethe real-time
specifications.Two new temporaloperatorsare
introducedto easethe specificationof timed
properties.Thesyntaxof CCTL is shown in (1);
where is an atomicproposition,
and are time bounds.All inter-
val operatorscanalsobeaccompaniedby a singletime-boundonly. In this casethelower boundis setto zero
by default. If no interval is specified,the lower boundis implicitly set to zeroandthe upperboundis set to
infinity. If theX-operator has no time bound, it is implicitly set to one. The semantics of CCTL is given in [2].

Thesemanticsof CCTL is definedover runsof thegivenstructure.A run is asequenceof configurations.A
configurationis anassociationof aninterval structurestatewith anclockvalue: . For theconfigura-
tions of a run  holds either:
• that the system remains in its state:  and
• that the systemchangesits stateaccordingto the transitionrelation and the correspondingdelay times:

 and .

The semantics of theEX-operator is for instance defined through:

 (2)

is aninterval structure, is a configurationof and is themodelrelation.RAVEN canautomatically
determine if  holds, i.e. if the given structure satisfies the given specification.

RAVEN alsoallows thecomputationof critical timedelaysof thegivensystem,e.g.,minimal reactiontimesof
anembeddedsystemor themaximalwait time of a work piecein a productionautomationsystem.For these
tasks the current version ofRAVEN supports three different algorithms:
• MIN requirestwo setsof configurations:the startandthe destinationconfigurations.Thenthis algorithm

computestheminimaldelaytimewhich is necessaryto reachaconfigurationof thedestinationstartingin a
configuration of the start set.

• MAX analogouslycomputesthe maximaldelaytime necessaryto reacha configurationof the destination
starting in a configuration of the start set.

• STABLE requiresonesetof configurations.This algorithmcomputesthelengthof thelongestpathwhich
do not leave the given set.

Thesetof configurationsarespecifiedby CCTL formulas,e.g.if we areinterestedin themaximaldelaytime
from the moment the input signal rises until the output becomes high, we may write this query as follows:

 (3)

4 Implementation
The main ideaof the modelcheckingalgorithmis to identify (sub-)formulasof the CCTL specificationwith
setsof configurationswhichsatisfythem.Therefore,it is very importantto haveacompactrepresentationwith
efficientmanipulationof setsof configurations.Weuseanextensionof characteristicfunctionsto symbolically
representsetsof configurations.Theextendedcharacteristicfunctionsmapinterval structurestatesto thesetof
associatedclock values.For instance,the configurationset is representedby: with:

.
We useMTBDDs [5,6] to representextendedcharacteristicfunctions.MTBDDs areextensionsof ROB-

DDs [7] with morethantwo terminalvalues.In this application,the terminalscarry thesetsof delaytimesor
clockvalues[8]. TheMTBDDs supportefficientoperationsfor synthesiswhichwehaveextendedto our repre-
sentation.

A mainoperationfor themodelcheckingoperationsis thecomputationof thesetof predecessorconfigura-
tionsof a givenset.For this purposewe have adaptedtherelationalproductusedin standardmodelchecking
for predecessorcomputationon setsof statesrepresentedby ROBDDs. Sincein our applicationthe timing
informationof eachstateis locally storedin theMTBDD leaves,we areableto applyanoptimizationwhich

 (1)ϕ

p | ϕ¬ | ϕ ϕ∧ | ϕ ϕ∨ | ϕ ϕ→ | ϕ ϕ↔
| EX a[ ]ϕ | EF a b,[ ]ϕ | EG a b,[ ]ϕ | E ϕ U a b,[ ]ϕ( )

| E ϕ C a[ ]ϕ( ) | E ϕ S a[ ]ϕ( )

| AX a[ ]ϕ | AF a b,[ ]ϕ | AG a b,[ ]ϕ | A ϕ U a b,[ ]ϕ( )

| A ϕ C a[ ]ϕ( ) | A ϕ S a[ ]ϕ( )









:=

p P∈ a IN∈
b IN ∞{ }∪∈

g S IN 0×∈
r g0 g1 …, ,( )=

gi si vi,( )= gi 1+ si vi 1+,( )=

gi si vi,( )= gi 1+ si 1+ 0,( )=

ℑ g0|= EX n[ ]ϕ : there exists a run⇔ r, g0 …,( ) such thatℑ g0|= ϕ,=

ℑ g0 ℑ |=
ℑ g0|= ϕ,

MAX input EXinput∧¬ output,( )

A ΛA S ℘ IN 0( )→:
ΛA s( ) v | s v,( ) A∈{ }:=
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usesthethis informationto performthepredecessorcomputationaslong aspossiblelocally in theleaves.This
technique is called time prediction [1].

Dueto spacelimitationswe do not presentfurtherdetailsof thebasicmodelcheckingalgorithm,theopti-
mizations, the composition algorithms [3], minimization heuristics [3] or the analysis algorithms [4].

5 Experimental results
As afirst examplewehaveexaminedthepriority inheritanceprotocol[8] onsystemswith differentnumbersof
processes.We have comparedour algorithmto SMV (a CTL modelchecker for finite statemachines[9]) and
KRONOS (a TCTL model checker for timed automata[10]). The translationof interval structuresto timed
automata[12] is shown in Fig. 5.1. The clock hasto be resetexplicitly at eachtransition.The maximalstate
time has been formalized using a state invariant.

Fig. 5.2 shows the experimentalresultsfor the threecomparedsystems.The curve labeledwith RAVEN+
denotestheruntimeandmemoryrequirementwith time prediction.Themodelwasnot createdby usingcom-
position but by an example specific construction algorithm.

Thenext examplewe examineis a systemconsistingof several communicatingstructures.An simplereader/
writer system,wherethe writer accessesa sharedmemory. After writing, it signalsthe readerprocesses,that
they canstart their work on the memory. All readeract parallel.The run-timesshown in Fig. 5.3 containthe
compositionan the checkingtime. The left part of the Fig. 5.3 shows anothersimpleexamplecomposedby
several toggling structures.A toggling structureconsistsof two statesand two transitionsconnectingthese
states. The delay times on the transitions are in the range from 300 to 6000. All delay times are different.

The last table comparesthe analysisalgorithms of RAVEN with the analysisalgorithms of
VERUS[13]. Wecomparedonly themin/maxalgorithmsbecauseVERUSdonotsupportthestablequerybut
on the other handVERUS offers two queriesmincountand maxcountwhich are actually not supportedby
RAVEN. We have chosen the same variable ordering for the signals.

Theexaminedcasestudiesarethesinglepulser[14] circuit enrichedby timedgates(SP),a productioncell
[15] (PC)andthearbitrationmechanismof theJ1850busprotocol[16]. Thefirst two systemsarewidely used
to compare formal methods. Details of the examined systems may be found in [2].

For thesinglepulserwecomputedtheminimalandthemaximallengthof theoutputimpulse.In theproduc-
tion cell we wereinterestedin theminimal andthemaximaltime whenthefirst work pieceleavesthecell. In
the J1850examplewe checked the minimal andthe maximaldelaytime whena nodewill leave the sending
mode.The following tablecomparesthe runtimesof both tools. For the VERUS run-timeswe tried various
options and choose the best results.

Fig. 5.1. Timed Automaton modeling an interval structure

Fig. 5.2. Comparing Model Checking Results (Memory and Runtime)
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The run-times in the table with and without optimizations
seemsto show, thatthesetechniquescauseonly a tiny speedup.
But therun-timesshown in thetablecontainbesidestheanaly-
sis times also the compositiontimes of the structures.In all
threeexamplesthecompositionconsumesthemajorpartof the
times (11.73 sec.for the single pulser, 2000 secondsfor the
productioncell and25sec.for theJ1850).If therewill bemore
thantwo analysis(ascomputedin theexamples),thanthefrac-
tion of compositiontime to analysistime will shrink and the
the optimizations will cause a larger speedup.
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Fig. 5.3. Run-time and memory comparison of SMV, KRONOS andRAVEN
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SMV

KRONOS

RAVEN

number of toggeling structures number of reader

Table 1. ComparisonRAVEN and VERUS

 SP  PC J1850

VERUS 01:59.24 -a

a. VERUS error: „string table overflow“

-b

RAVEN 00:12.72 38:34 06:46

RAVEN + 00:12.42 34:04 01:35

b. VERUS memory consumption over 600MB
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Ü!Ý�Ó È Ù1ÝDÓ É���� Ü�� È�à Ó É�Í Ù È�É Ï æfÍ Ò ã Ó�Î Ê�à�Ì Ó Ê Ó�Ò>Ù1ÓÚÑ ú Î�Ù1Ý�Ï1Î Ê Î Ì�Í�É
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Ù È�Í�æ ÝDÎ�ÓfÐ�ÓáÓ� æ Î�Ó�Ò>Ù æ~ÈµÊ�à�Ë Ù Í Ù1Î È ÒDÏ Í ÒDÑ ú Ý Í Ù�Ý È5ú Î�Ï!Ù�Ý�Ó�ª>êNû È�à Ó É�Í Ù ÈµÉLæ�È�Ê�à�Ë Ù�ÓfÑ�!
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Î�Ò>Ù É�È Ñ ËDæ Ù�Î È Ò

ÈyÆ Ï âåÊ�ã*È�Ì Î æ�É Ó à�É ÓfÏ1Ó�Ò>Ù Í Ù1Î È ÒDÏ ÈyÆ Ï�Ù Í Ù�Ó¡Ï àDÍ�æ ÓfÏ�¼ "HÁ Û$# Ò�Ï�Ù�Ó Í Ñ ÈyÆ!Í Ò¿Ó~ä à�Ì Î æ Î\Ù Ó�Ò Ë�Ê Ó É�Í û
Ù1Î È Ò ÈyÆ Ï8Ó�Ù�Ï ÈyÆ Ï�Ù Í Ù�ÓfÏfÔ#Ù1Ý�Ó â¿ÍyÉ Ó É Ó à�É ÓÚÏ8ÓfÒ>Ù1ÓfÑ ãåâ�æ Ý Í�É�Íµæ Ù1Ó É Î¶Ï8Ù1Î æ Æ�Ë Ò æ Ù1Î È ÒDÏ Û(ý È�É È�ËDÉ
Ù1Î Ê Ó9Ó�äåÙ1Ó�Ò�Ñ�ÓfÑ Ê�È Ñ�Ó ÌJæ Ý�Ó æ�ù Î�Ò�ç ÍyÌ ç ÈµÉ Î�Ù1Ý Ê Ô ú Ó Ë Ï8Ó Í Ò�Ó�ä>Ù�Ó�ÒDÏ1Î È Ò È�Æ�æ Ý ÍyÉ�Í�æ Ù�Ó É Î�Ï8û
Ù1Î æ�Æ�Ë Ò æ Ù1Î È ÒDÏa�&% � ý � ú ÝDÎ æ Ý Ê·Íyà Ï�Î�ÒµÙ�Ó É Ð ÍyÌ Ï8Ù É�ËDæ Ù Ë�É Ó�Ï�Ù Í Ù1ÓÚÏ�Ù È Ï8Ó�Ù�Ï È�Æ!Í Ï1Ï È�æ Î Í Ù�ÓfÑ
æ~Ì�Èåæ�ù Ð ÍyÌ�Ë ÓÚÏa¼ � ØyÁ Û Ü!Ý�Ó Æ�Ë Ò æ Ù�Î È Ò('*) ±3�,+.-N� # �á� É Ó àDÉ ÓÚÏ8ÓfÒµÙ�Ï Í Ï8Ó�Ù0/21 � � ÈyÆ
æ~È Ò�ÞDç Ë�É�Í Ù�Î È ÒDÏf±
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fhg�i�jlknmLi�o�f"pSf�jrq�irs9tuo�jlv�phi�q�wyxzfh{|wri}xr~�~�q�jJ�n{|�,xzf�{�jlv�jr�Df�g�{|p�{|p�fhg�xzf�x,�,i�fhg�jn��g�xlp�v�j���q�{�fh{|v���xzfLf�qh{�k��nf�i
xlo�o�i�p�p,��o�jrv�phi�qhwzxzfh{�wlir�Pk;i�o�xr��phi�xzv�{��,~���i��,i�v�f�xzf�{�jlv>o�jl���|����v���j�xrv�jrk�mSi�o�f�pLfhjlq�i.�,jn��{���o�xzf�{�jlv���s,�9g�i
xrk�phi�v�o�i�jz����q�{�f�xzk���iHxzfhfhq�{�k���fhiHxlo�o�iJphp.{|p+x�pLf�xzf�{|o�~�q�jl�lq�xr��~�qhjl~;i�qhfS����g�{|o�g�o�xrv�k�iHo�jr�,~���fhiJ��k��>x
pLf�xzfh{�o�~�qhjl�lq�xr�7xrv�xr���nph{|p���irs ��s��n��qh{�v�� x,ph��v�f�xlo�f�{|o�xr�;~�q�jl�lq�xr�7xrv�xr���npL{�p�s$��g�{|p9{�vn��jlqh��xzfh{|jrv�o�xrv�k�iY��pLiJ�
fhj}xr��fhjl��xzfh{|o�xr�|���.o�jl�,~���fhi�~�qhjl�lq�xr��~�qhj�jr��p_��jlqDf�g�i�{�v�wzxzq�{|xrv�o�i)jr��f�g�i�jlknmSi�o�f'pLfhjlq�ir�rk;i�o�xr��pLi9fhg�i�~�q�j�jr��p
�0jlq	�,i�fhg�jn��p$��{�fhg,f�g�{|p	~�qhjl~;i�qhfS�.xrq�i�ph{�� ~���i�xrv���o�xrv+k;i�xr��fhjl��xyf�i��Ps$��jrf�{|o�i9f�g�xzf	f�g�i�pL��v�f�xlo�fh{�o9o�g�i�o� np
o�xrvHk;i�xlp�o�jl�,~��|i��Hxlp�xrv���pLf�xzfh{�oY~�q�jl�lq�xr�7xrv�xr�|�npL{�p�s
t�p�jlknmSi�o�fL¡ejlqh{|i�v�fhiJ��~�q�jl�rq�xr��p)��ph��xr���|��o�jlv�f�xr{�v���jrf�p�jr�D�,i�fhg�jn��p���{�f�g¢ph~;i�o�{|xr��ph��v�f�xro�fh{|o"~�qhjl~;i�qhfh{�i�p

��f�g�{|v� �jr�nf�g�i)£�¤l¥�¡e� i�fhg�jn��p_jz��£�¤l¥�¡h¦l¤l¥�~�xr{|q�p����lpL��o�g}fhi�o�g�v�{|§���i�p$o�jl�.k�{�v�{�v��"pSf�xyf�{|o)xrv�xz�|�npL{�p�xrv��Yf�xlo�fh{�o�xr�
fhg�i�jlq�i��-~�qhjzw�{�v��,o�xrv�qhi�����o�iYf�g�i�xr�,jl��v�f�jr�_{�v�f�i�q�xro�fh{�wliY~�qhj�jr�$�)jlqh �x,��jrf�s3��j�i��n~���jl{�f�ph��o�g�k�i�v�i���f�p��
fhg�i}wli�q�{���o�xzf�{�jlv�i�v�w�{|qhjlv�� i�v�f�g�xlp9fhj,k�i�ph��¨�o�{|i�v�fh�|��~�jz�)i�qh�0���©fhj,~;i�qL��jlqh�ªpSf�xzfh{|o}~�q�jr�lq�xr�7xrv�xr����pLi�p�s

«�¬� ®\¯�°9°	±�²´³�µL¶�·'¸�¹©º»·$¼¾½)¿n¯�·_¿�ºÁÀ'Â
�9g�i¢~�qhj�jr�"f�g�xzf�xÃph~�i�o�{���i��ÄjlknmLi�o�fh¡Mjlq�{�i�v�f�i��c~�q�jl�lq�xr�Å�0����������p�{�f�p�ph~;i�o�{��;o�xzfh{�jlv¾{|p�����fh{|�,xzf�i����Äk�xlpLiJ�
jlv�f�g�i\~�q�j�jr�"jr�"phi�wli�q�xr���n{�Æ;i�q�i�v�f�~�qhjl~;i�qhfh{�i�p��)��g�jlphiÇ~�q�j�jr��p,o�xrvÈ�ni�~;i�v��Äjlv¾i�xlo�g�jrf�g�i�q�s´É9i�o�xr��phi
��xrv���xr��~�q�j�jr�©�9jrq� +xrv���xz��fhjl�,{�Ê�i��,~�qhj�jr�P�)jlq� +xrq�i��,{��ni��P��f�g�i�qhi��,xy�+k;i�~�q�j�jr�ÁpSf�xzfhi�p�����g�i�qhi�pLi�wli�q�xr�
o�jl�,~���i�fhi�� xrv�����v�o�jl�,~��|i�fhi��+~�q�j�jr��p$o�xrv i��n{|pLf$ph{��.����f�xrv�i�jl��ph���rsD�_jY~�q�jyw�{��ni)xrv+jzwli�q�xr����~�q�j�jr���l��{|��xrv�o�ir�
x��,xr{|v pLfhq�xzfhi��l�}o�xrv+k�i)��jlqh�+���|xzf�i�����g�{|o�g+i���xr�,{�v�i�p_fhg�i�o���qhq�i�v�f$~�q�j�jr��pLf�xzf�ir�lo�jl�+k�{�v�i�p_i��n{|pLfh{�v��"~�q�j�jr�
�0q�xr�l� i�v�f�p��nxzv���o�jlv�f�{�v���iJp$f�g�i"jzwli�q�xr�|��~�q�j�jr��p	k��,��i���i���xzf�{�v���~�qhjnjr�Ájrk���{���xzfh{|jlv�p'fhj pL��k�pLfhq�xzfhi��r{|i�p�sD��g���p
fhg�i�phi}�,xr{|v�pSf�q�xzf�i��l��{|p�x,pLfhq�xzfhi��l�r�n��g�{|o�g�{�p�k�xrphi���jlvHfhg�i.pSf�xzfhiYjr�$xr���Áo���q�qhi�v�f�~�q�j�jr��p�s

Ë Ì�Í�ÎÁÏDÐ�Ñ ÒÓÐ�Ô�ÕÇÖ�×'Ð�ÑØÐ�Ù Ï$Î

Ú {�f�g�{�v>f�g�{�p}i���f�i�v���i���xrk�pLfhq�xlo�f}�)i ~�q�i�pLi�v�fhi���jzwli�q�xr�|�_f�i�o�g�v�{�§���i�pY�0jlq}~�q�jzw�{�v��\Û}Û�¡e~�q�jl�lq�xr��p�s Ü�q�jr�
fhg�i.��i�� jlv�pSf�q�xzf�i���pLfhq�xzfhi��l{|i�p9f�g�i}��jl����jz��{�v���~�q�jl~�i�qhf�{�i�p�jr�'x,f�xlo�f�{|o�xr�Pf�g�i�jlq�i��Ý~�qhjzwli�q�o�xrv¢k;i.�ni�qh{�wli��PÞ
ß sl�Dxlo�fh{|o�xz��~�q�jl�lq�xr�u~�q�jzwri�q�pDg�xywli)fhj.~�q�jyw�{��ni9~;j�p�pL{�k�{���{�f�{�i�p$f�j}�0jlq��.���|xzfhi�pSf�q�xzf�i��l{�i�p'xlp	pL li�f�o�g�i��+��{�f�g�{�v
fhg�i+i���xr� ~���i�p�s�ànsPáefY�.��pSfYk;i+~;j�phph{�k���i�f�jH��xzv�xr�li.~�q�j�jr�	jlk���{|�lxzf�{�jlv�p�xrv��\~�q�j�jr�	~�xrqhf�p�s}Ü���qhf�g�i�q�� jlq�i
{�f��+��pLf�k;i�~;j�p�pL{�k���i,fhj¢{�v�ph~;i�o�f�f�g�i�o���qhq�i�v�f}~�qhj�jr��pLf�xzf�i�xzv���~�q�j�jr��p�sHâns�ã	q�j�jr�9o�jlv�pLfhq���o�fh{�jlv>o�xrv>k;i
�l��{��ni��\k��¢phi�wli�q�xr�_ph��v�f�xlo�f�{|o�xr�D~�q�jl�rq�xr�ä~�q�jr~;i�qhfh{|i�p��©irs ��sPk��Hf�g�i ~�q�jl�rq�xr�ApSf�qh��o�fh��qhil�©k��¢fhg�i ph��k�fS��~;i
q�i��|xzfh{|jrvÁ�$jlq.kn�\f�g�iHo�xz�|�)�lq�xr~�gPs�å�fhq�xzfhi��l{�iJp.xrv��>jl~;i�q�xzfh{�jlv�p��.��pSf g�xywli�xlo�o�i�php�fhj\f�g�{|p+{�vn��jlqh��xzfh{|jrvÁ�
��g�{|o�g�{|p3v�i�i��niJ���n��q�{�v���f�g�i���g�jr�|i�~�qhjnjz�Á~�qhj�o�i�p�p�sDæ�s�áCv�f�i�q�xlo�fh{�jlv�{�vHpLfhq�xzfhi��l{�iJp	{|p3v�i�i��ni��,f�j.jzwli�q�o�jr�,i
~�q�jlk��|i��,p jr�"~�q�j�jr�"o�jl�,~��|i��n{�fS�ls¾�9g�i¢�niJpho�q�{�k;i���fhi�o�g�v�{|§���i�p�xrqhi�~�xrqhf,jr�Yx�qhi�phi�xrq�o�g�~�q�jrmSi�o�f��)��g�{�o�g
o���qhq�i�v�f�������i���fhj\fhg�iH�ni�wli��|jl~��,i�v�f+jr��xzv�{�v�f�i�q�xlo�fh{�wli�~�q�j�jr��f�j�jl�Y��o��Cs'çl{|wli�è é\ã3ê�ëlëJì0�Y��jlq x�ph��k�phi�f jz�
ç�xywyx�s'çl{�wliYo���qhq�i�v�f�����pL��~�~;jlqhf�p)f�g�i�xrk;jzwriY��i�p�o�qh{|k�i��Hfhi�o�g�v�{|§���i�p�s

ÒÓÐ�írÐ�×$Ð�Ù�î�Ð�Î

è ïYé Ú<ðzñ ì�é>s;ï"jlq��njlvÁ��t}s�éÇ{���v�i�q���xrv��Çò�s Ú xr��ph�)jlqLf�gPs'ó3��{�v�k���q��rg��|o��Ss ß ñ�ðzñ s
è ï"q�{|ô ß ì õ�xyw�{|�Çï"qh{|i�p�s ö;÷�ø}ùÁú�ûMø�üPú�ø ýSþ�ÿ���ý��������	�+û0ü
�zs)ån~�q�{�v��ri�qL¡��'i�q��|xr��� ß ñ ô ß s
è  Ú´ñ ærì É�s��{|ph rjzw�xrv��Äç�s Ú {�v���s»tÓk;i�g�xJwn{�jlq�xr��v�jrfh{|jrv¾jr��ph��knfL��~�{�v���s������ ö����yü����lú��MûMýJü��>ýJü

ÿ���ý���������� û�ü
�����yü �"!#�$��ø����yü�% ù'&����Sø������ ß�( � ( ��� ß ñlñ æ�s
è é\ã3ê�ëlëzìªç�s�é¢i��li�q�xzv��Ht�s�ãDjni�fhÊ�p�o�gn¡Cê�i�Æ;fhi�q�s$t�v�xrq�o�g�{�f�i�o�fh��q�i���jlq�{�v�f�i�q�xlo�fh{�wli�~�q�jl�lq�xr� ~�qhjzwli�q�p�s_áSv

å;s_ï"q�xz�)xrv���éÃs�å�o�g��9xrqhfhÊ�k�xro�gÁ�;i���{�f�jrq�p���ö)���*�"ù�+,+�-�ö�ý�ý�. �/�yü��0�1. ��ý���û2��÷ ����þ�ý��	��÷�ø3�	ýyü#4
���5��!�ú6�Mû�ýyü7�yü�%���ü���.8&���û2��ýSþ"ùÁýCþ��59�����ø���wljl�����,i}à ð ( jr�:�_ø�ú��5!
��ø<;.ý��Sø��"û0ü=�3ý��1>'!
�Sø��YùÁú�ûMø�üPú�ø��
~�xr�li�p ( â�? ðlð �nàrëlëlë�s

è ã3ê ñ�ð ì t}s�ã$j�i�f�Ê�p�o�g�¡Cê�i�Æ�f�i�q�s$å�~;i�o�{��;o�xzfh{|jrv¢xzv���wli�q�{���o�xyf�{�jlv�jr�_jlknmLi�o�fh¡ejrq�{�i�v�fhi���~�qhjl�lq�xr�,p�s_ê�xrk�{���¡
{�f�xzf�{�jlvHfhg�i�ph{|p�����i�o�g�v�{|o�xr�A@�v�{�wli�q�ph{�fS��jr�$éÇ��v�{|o�gP��ç�xrv���xrqh� ß ñlñ�ð s

è ã3ê�é ñlñ ìªt}s�ã$j�i�f�Ê�p�o�gn¡Cê�i�Æ�f�i�q¢xrv���ãDs�éCB���|��i�q�sÓtÅ~�q�jl�lq�xr�,� {|v��c��jl�l{|o��0jlq\pLi�§���i�v�f�{|xr��ç�xywyx�säáSv
õ�s;ån��{�i�q�pLfhq�x���i��n{�fhjlq��'D	ùFE3ÿHG I"Iz�J��"ò�å ß�K ð ( snån~�q�{�v��ri�qL¡��'i�q��|xr��� ß ñlñlñ s
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^	_�`�acb'd	_�b�egf�h7e b�i!d�`�hkj$fl`�mQn�h�o p-q	hkflh7rsbIjtbKf�u+_�b�i!_�o�v$u+h�_�o a'o j$f�f�wtbKf
x2y hkz@o _�o j$fsf�o�r�flr�d�o�e{hk|te b�f�h�`Rj/m}`�_�a~b�i�h7r�a�rsr�w+`�u+i y\� o�b�d	d	i�h�e b � i�o-h�jEdtb�_�b�i�i�o i6b�j y e{`Rj+�

f�_�h � u+f�o-f�`�f�w	o�r�b�a�o�f�o�r�fle bRr�o�q
x�� `�f�w�f�h�a�o{� y h�r�e{_�o{f�oOb�j y f�h�a�o{�%e{`Rj$f�h�j�u+`�u	r~�+���ch�j$f�o _�mCbRe{o�r~r�w	`�u+i y�� o�r"f�h�a�u	i�b�f�o ybRj y a�`Rj	hkf�`�_�o y��$� f�w+o�f�o�r�f�r � r"f�o a/�

�N���%�Qo�r"f�o _sd+_�`Kn�h y o�rsr�`�i�u�f�h�`Rjtr�m}`R_ � `�f�wE_�o�v$u+h�_�o a'o j$f�r �+�%jO`�j+o�f�o�r�f�e bRr�o-o{��o�e{u+f�h�`Rj6q
y hkz�o _�o j�fO� � r�f�_�bRegfE��bRe�w	h�j+o�r�a~b � d	_�`�e{o�r�r\e{`Ra'd	h�i�o y f�o�r�fEr�d�o�e{hk|�e bKf�h�`�j	r\ps_�h f�f�o j�h�j
��h�a'o y�� �+�Nqt�O` ��� ��h�a�o y �lu�f�`Ra~bKf�b�bRj y w �$� _�h y o{��f�o jtr�h�`Rjtr�f�w	o _�o `Rm"�t��w	o � e{`Ra�a�u+�
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1. Introduction

The specific domain of smart cards is close to the domain of embedded devices [VV99]. The applications
require to be strongly validated before being deployed on thousands or millions of eventually personalized
copies. The Open Card platforms have introduced the possibility to change and/or to update applications
embedded during the full life cycle. This possibility of loading and executing new applications during the card
life has raised new problems for embedded application validation, as developers and testers do not have
necessary cards when they develop new applications. However, the quality and security requirements are still the
same as for traditional smart cards. Developers and testers need to use methods and techniques that are
compliant with a high security level and that fulfil industrial software development constraints such as time to
market.

In this article, we propose a solution for Java Card application validation. We take benefits of object oriented
software engineering, and we adapt them to the Java Card world. In order to perform this, we take into account
the fact that the only permanent elements of the card are the Java Card Virtual Machine (JCVM) and the
Operating System (OS), and that most of security requirements are based on it. In order to optimize the
application validation process, we integrate the JCVM and OS validity as test hypotheses. Our main goal is then
to verify the application conformity to the specification, and to verify the applet integration with other loaded
applets within the card.

This article is structured in the following manner. Section two presents our process of Java Card application
validation. Section three describes an experimentation of our process on a case study. Finally, section four is
devoted to the conclusions and actual works.

2. Java applet validation

To perform applet validation, we use a conformance testing approach [Tre99] and proceed in four steps. We
first detail the specification of the applet. Then, we express some test purposes and automatically derive abstract
test cases from the specification and the test purposes. Finally, the abstract test cases are transformed into
executable test cases.

2.1. Validation framework

Testing is an operational way to check the correctness of a system implementation by means of experimenting
it. It increases confidence in the quality of a system, especially when proof is not possible or too expensive.

In our solution, we use a conformance testing approach, which a black-box testing approach. The key points
are that there is a specification and a system implementation exhibiting behaviors. The specification is a
prescription of what the system should do. These specification suppose to be detailed enough, that is to say it
should describe all the expected behaviors. Moreover, it is supposed to be correct. The goal of conformance
testing is to check whether the implemented system satisfies this specification.

For the present work, we express the specification with a UML model [UML99]. The specification is
automatically translated into a Labeled Transition System (LTS) thanks to the UMLAUT tool [JLP98]. Then we
use TGV[FJJ96] to automatically produce test cases from this LTS and from test purposes produced by hand.
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2.2. An approach for modeling

There exists more than one process to develop UML models such as in [BJR99]. However, in most of them,
the test workflow is based on human responsibility concerning test goal elicitation. Our goal is to help human
tester to avoid the risk to forget test purposes or to define redundant test cases, by applying systematic or
automatic test generation process based on application models.

UML provides different diagrams and notations to describe different point of view of one application. A
recurrent question is to identify which diagrams should be used. Validation process provides one answer to this
question, using the test generation process to drive the UML specification step. From the testing point of view,
we consider that objects are entities that encapsulate data, states and operations. We use class diagrams to
specify data and operations, statechart diagrams to represent states and their evolutions, and constraints on state
transitions to represent data abstraction evolutions.

2.3. Test purposes

A precise definition of a test purpose can be founded in [FJJ96]. Informally, a test purpose can be defined as a
set of behaviors that should be observable on the implementation. Considering smart card validation, the number
of test purposes can be very large compared to the application size, depending on the abstraction level of the
model. In case of Java Card application, an important part of security features is provided by the Java Card
platform. As we suppose the platform validity, some tests purposes dedicated to specific smart card constraints
can be removed.

One test strategy for conformance testing of Java Card applications consists in testing each function for every
normal use and every possible misuse. Test purposes can be generated starting from common UML practice;
every use case and every associated sequence diagrams will lead to test purposes. Then, every previously
generated test purpose is analyzed in order to identify possible pertinent misuses, which become new test
purposes associated with expected error codes. For the resulting test cases, these misuses include wrong
parameters in operation call, unexpected execution context, wrong order in the operation call...

It is important to remark that as UML models are an abstraction of the application, test purposes integrate de
facto hypotheses made to build this abstraction [Mar99].

3. Case study

3.1. Description

The case study considered consists in a purse applet. This applet has been developed in the PACAP project,
partially funded by MENRT 98B0251. It provides most common functions such as debit, credit, and balance. It
also provides administrative functions in order to manage usability constraints. In its full version, it contains nine
operations intended to the cardholder and forty operations intended to the applet manager. However, for the
purpose of this article, we provide only the model of the purse credit function.

3.2. UML model

In order to credit the purse, the user has to perform two actions: an initialization (appInitCredit, see figure 1),
which aims at configuring a secure communication, and an "acknowledgement" (appCredit operation). For
security reasons, the appInitCredit operation succeeds only if the user is authenticated. The key, computed for
the secure messaging, has a limited lifetime. It is invalidated by the application if another operation than
appCredit is performed just after an appInitCredit operation, or after an appCredit operation. Moreover, a credit
can be performed only if the resulting balance value is not higher than a predefined value stored in the
MaxBalance variable (MB in the following figures).

In order to represent this behavior, we use a UML model composed of three objets, which implement the
secure messaging protocol (USM), the user authentication (UB) and the balance (BAL).
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Figure 1 presents the statechart that corresponds to the behavior associated to the secure messaging protocol.

InitCreditIDLE

reset
appInitCredit( amount )[ UB.ua and (amount+BAL.balance) <= BAL.MB ]

appInitCredit( amount )[ UB.una or (amount+BAL.balance)>BAL.MB ] êrror

appCredit( k ) êrror

appCredit( k )[ k!=ICkey  ] êrror

appInitCredit( amount )[ UB.ua and (amount+BAL.balance)<=BAL.MB ]

appInitCredit( amount )[ UB.una or (amount+BAL.balance)>BAL.MB ] êrror

appCredit( k )[ k=ICkey  ] B̂AL.credit(amount)

reset

Figure 1. Limited Purse behavior (USM)

A credit can be done only if the user has been previously authenticated (condition UB.ua that is true if the
state-machine of UB is in state ua - user authenticated) and if the resulting amount is still less or equal to the
maximum amount possible in the purse. The secure messaging is simply represented by a test on the key value k.

The user authentication (Figure 2) is performed by another applet within the card. As the security policy
applied to the user authentication is in charge of this other applet, we do not consider the fact that after three
failed authentication, the authentication applet is blocked.

User Not Authentified (UNA) User Authentified (UA)

entry: ^TWP.reset

verifyPIN( pin )[ pin=userPIN ] ^USM.reset

verifyPIN( pin )[ pin!=userPIN ] ^erreur verifyPIN( pin )[ pin=userPIN ] ^USM.reset

verifyPIN( pin )[ pin!=userPIN ] ^erreur

Figure 2. Purse authentication behavior (UB)

Finally, the balance value (Figure 3) is constrained between zero and the maximum value MaxBalance (MB).

balance<MB (notFull)

debit( x )[ x<=balance ] / balance-=x

balance=MB (full)

debit( x )[ x<=balance & (balance-x)<MB ] / balance-=x

credit( x )[ x+balance<MB ] / balance+=x

credit( x )[ x+balance=MB ] / balance+=x
H

Figure 3. Balance behavior (BAL)

3.3. Informal test purposes

To test the credit function, four operations are involved: initVerifyPIN(), verifyPIN(userPin),
appInitCredit(amount) and appCredit(key). A subset of the abstract test purposes corresponding to a correct use
of the credit function can be a set of sequences respecting this order:
1. The user authenticates himself by calling the verifyPIN(PIN) operation one or several times with his PIN.
2. The user initializes the credit operation by calling the appInitCredit(amount) operation one or several times

with an amount that respects the balance value constraints.
3. The user credits the purse by calling once the appCredit(key) operation with the right secure messaging key.

A subset of the abstract test purposes corresponding to wrong operation sequences can be:
A. After an unsuccessful authentication, the credit initialization fails even with right parameter values.
B. After a successful authentication and an unsuccessful credit initialization, a credit fails.
Other abstract test purposes can be identified, like stress tests, test under limits, card pull-out, etc.

It is important to remark that for a bigger applet, even for our full case study, abstract test purposes can
involve much more security mechanisms. These mechanisms usually imply more complicated behaviors. Then,
applying automatic test generation tools like UMLAUT enables to optimize test generation process.
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These abstract test purposes have to be translated into formal test purposes. In order to use TGV, the test
purposes must be expressed in LTS. They are more powerful than UML sequence diagrams, since cycles can be
represented. In figure 4, we represent the abstract test purposes A and B by LTS.

!appVerifyPin(wrongPIN)

!appVerifyPin(wrongPIN)

!appInitCredit(x)

?error?OK

AcceptReject

!appVerifyPin(goodPIN)

!appInitCredit(x)

?error

Accept

?error?OK

Reject

!appCredit(k)

Figure 4. Test purposes A and B represented with LTS

4. Conclusions

In this article, we have briefly summarized a solution to verify properties on the Java Card embedded
platform. By assuming the validity of this platform, we have proposed a methodology that integrates software-
engineering practice and smart card security needs. This methodology consists in expanding the application
UML model in order to increase the conformity verification. In our point of view, this approach allows to offer a
high confidence in the application conformity regarding its UML specification.

The next step in our, which has yet started, is to generate concrete test suites that can be applied to the
implementation. The aim of these concrete test suites execution on the implementation is to validate our
approach and to compare it to a traditional manual testing approach.
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Abstract. This note presents the Coalgebraic Class Specification Language CCSL that is
developed within the LOOP project1 . CCSL allows the (coalgebraic) specification of behav-
ioral types or classes from object-oriented languages. A front-end to the theorem provers
PVS [ORR } 96] and ISABELLE [Pau94] compiles CCSL specifications into the logic of the the-
orem provers and and allows to mechanically reason about the specifications.

1. Introduction

The use of coalgebras as semantics for object orien-
tation (explicitly proposed in [Rei95]) is for us the
most promising approach towards specification and
verification of classes. Coalgebras are the categor-
ical duals to algebras (see [JR97]). They are func-
tions Self ~	����� Self � , where � is an interface type
(technically, an endofunctor on the category of sets
and total functions). The state space Self is seen
as a black box and the coalgebra comprises all op-
erations that are available to manipulate objects (or
elements of Self). As usual in object-oriented pro-
gramming we use the term method for all the opera-
tions. The methods can change the internal state of
an object or carry out observations on the state space.
Thus, properties of elements of the state space can
only be observed by the operations of the coalgebra.
This observational approach to object semantics is
contrary to the constructional view on abstract data
types. Their semantics, as represented by (initial) al-
gebras, describes every element as built via construc-
tor operations. This is not the way a client observes
objects.

Coalgebras can naturally model systems with
infinite behavior and partial operations. To rea-
son about coalgebras we use the notions of invari-
ance (closure under the application of methods) and
bisimulation (indistinguishability via methods). In

an appropriate categorical setting both notions can
be directly derived from the interface functor � .

The present note sketches the latest version of
the coalgebraic class specification language CCSL

(see also [HHJT98]). This language supports nested
coalgebraic and algebraic specifications. To restrict
the behavior of coalgebras we use a higher-order
logic enriched with powerful (method-wise) modal
operators; see [Jac99, Rot00] for details. The CCSL

compiler developed jointly in Dresden and Nijmegen
translates CCSL specifications into the logic of the
theorem provers PVS or ISABELLE.

We start in Section 2 with a discussion of an ex-
ample class specification. Section 3 describes the
CCSL compiler, especially the notions which it sup-
ports. Finally, in Section 4, we summarize the appli-
cations of CCSL and conclude.

2. Example

A coalgebraic specification in CCSL consists of a
number of sections, describing the class interface,
the assertions and the creation conditions. The class
interface consists of a definition of the types of me-
thods and constructors of the class and inheritance
information. The assertions describe the behavior of
the methods. Finally, the creation conditions estab-
lish restrictions on the outcome of a class construc-
tor.

1See URL http://www.cs.kun.nl/ � bart/LOOP/.
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As an example, we consider a simple FIFO
queue. It contains two methods. The method put
adds a new element to the end of the queue. The
method top delivers the first element of the queue
together with the successor state, in which this first
element is removed.

Figure 1 depicts the specification of the queue in
CCSL. The first line declares Queue as the name of
the class specification. The specification is paramet-
ric in the type A of the elements of the queue. This
type parameter must be instantiated in actual use.

In the declaration of the two methods, � denotes
the Cartesian product and � the coproduct2 of two
types. We use � to denote the unit type that contains
exactly one element ��������� . In the example we use
bot instead of �k������� and up �u�P�z�q� for �����u�f�)�q� .

The method put is declared on line 3; its type
is clear from the preceding explanations: put takes
a state and a data element and produces a new state
with the element added at the end of the queue3. The
method top, which delivers the first element of the
queue, is a partial operation because it fails on empty
queues. We can model this operation as a coalgebra
into � A � Self ����� . If the result of the method top
is bot then we say that the method fails. Otherwise
it (successfully) delivers an element of A and a suc-
cessor state of the queue.

In an algebraic approach the partiality of
top would be handled via subsorts—which in-
troduce all kinds of complications, see for in-
stance [GD94]. Coalgebraically, the structured out-
put type of top handles this partiality quite natu-
rally. This idea scales to more complicated forms
like non-determinism or computations that involve
exceptions.

Note that, using currying, the method put can
be transformed into an coalgebra. Then both meth-
ods can be combined into one coalgebra of type
Self �	��� Self �Z���_�z�d��� Self �!���P� to match the
view on coalgebraic specification that we presented
in the introduction. But in applications it is better to
distinguish different operations and to allow a finite
number of coalgebras per class specification.

With coalgebras alone it is not possible to con-
struct new objects (elements of Self) out of nothing.
Therefore in CCSL we combine a coalgebraic method

signature with a (degenerated) algebraic constructor
signature. In our example we have one constructor
new queue, which is a constant in Self. It serves as
initial state.

The assertions restrict the behavior of the two
methods. Technically an assertion is a logical for-
mula with one free variable of type Self. This vari-
able is declared with the keyword SelfVar on line
7. The basic propositions of the logic are observa-
tional equalities   . Observational equality is the
relation lifting (see [HJ98]) of bisimilarity to arbi-
trary types. In the example we only use observational
equality for the type � A � Self �f�¡� . Two elements ¢
and £ of this type are observational equal if and only
if they either both equal bot or if ¢\� up �u����z�K� and
£�� up �u�7���)¤P� such that �P� equals �E� and � and ¤ are
bisimilar (with respect to the interface of Queue).

Compared to usual equality, observational equal-
ity has several advantages. First, it mirrors the intu-
ition that the state space of a class is seen as black
box. Thus, two elements of Self can only be com-
pared up to the observations they yield. Second, as a
technical condition the use of observational equality
ensures the existence of final models (for consistent
specifications).

The first assertion queue empty describes the
behavior of an empty queue. A queue is empty, if the
top method fails, that is, if x.top = bot. The
implication in lines 9 and 10 describes that, if � de-
notes an empty queue, then after putting an �¦¥ A
into this queue, the first element of the queue is �
and, removing this element, we get a queue that is
observationally equal to the original empty one.

The second assertion describes the behavior of
nonempty queues. To ensure that � is nonempty,
we could have taken the expression NOT � .top =
bot. Because we need the result of this application
later in the formula, we bind ¤ and � in the condition
of the implication. The assertion describes that the
first element of the nonempty queue does not change
when adding a new element to its end. Further, for
nonempty queues, the two operations of adding an
element to the queue and removing the head of the
queue commute (up to observational equality).

The final part of a class specification describes
properties of objects that are created using the con-

2In the category of sets and total functions the coproduct of two sets § and ¨ is given by their disjoint union together with the
injections ©�ªq«�§r¬�®§�¯°¨ and ©�±^«b¨²¬�®§°¯°¨ .

3Note that this style of specification is functional: objects are not handled by reference, but by value; the put operation produces
a new object.
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BEGIN Queue[ A : TYPE ] : CLASSSPEC
METHOD

put : Self ³ A - ´ Self;
top : Self - ´ (A ³ Self)+1;

CONSTRUCTOR
new queue: Self;

ASSERTION SelfVar x: Self
queue empty :
x.top = bot IMPLIES

FORALL (a:A). x.put(a).top µ up(a,x)
queue filled:
FORALL(a:A,y:Self). x.top µ up(a,y) IMPLIES

FORALL (a’:A). x.put(a’).top µ up(a,y.put(a’))

CREATION
queue cre:
new queue.top = bot

END Queue

Figure 1: A queue class specification in CCSL.

structor of the class. In our case, there is one cre-
ation condition. It asserts, that a queue created by
new queue is initially empty.

3. Verification Support

In the LOOP project we are most interested in prac-
tical applications. Therefore we did not develop our
own theorem prover for coalgebraic class specifica-
tions. Instead, we decided to implement a front-
end tool (the CCSL compiler) for existing theorem
provers (currently ISABELLE and PVS). This section
contains an overview of the results of our efforts.

The CCSL compiler is written in OCAML [L ¶ 99].
An execution for some class specification performs
four major steps: first, the specification is parsed. In
this step, an internal representation of the specifica-
tion is generated. Next, the tool checks type correct-
ness for the logical formulae that appear in the as-
sertions and creation conditions. The third pass pro-
duces an internal representation of the theories that
have to be generated. Finally, the pretty-printing pass
writes these theories into source files for the desired
theorem prover.

Supported Notions

After running the CCSL compiler on a source file,
you receive the generated theories as an output.

Among others, you find theories that define the in-
terface (signature) of the class specification, the no-
tions of bisimilarity and invariance, and the notion of
morphisms between coalgebras for the class signa-
ture. These definitions together with associated lem-
mas serve as tools for the following more complex
concepts.

Models

A model of a specification is developed in two steps:
First, one has to construct a state space and a coalge-
bra for the signature of the specification. Second, one
has to prove that the assertions hold on this coalge-
bra. The CCSL compiler supports this by generating
suitable predicates for proving whether a coalgebra
is a model of the specification.

To check whether a class specification matches
ones intuition, one can examine the final model (in
the category of all models) of the specification. The
final model of a class specification comprises all pos-
sible behaviors of all models of the specification.
Nicely enough it allows to directly access the ele-
ments of the state space since bisimilarity boils down
to equality on final models. Thus, by showing that
one’s intended model is final, it is easy to determine
whether the specification is too loose in the sense that
it allows unintended behavior.
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Inheritance

The CCSL compiler supports (multiple) inheritance
of specifications. Besides the sections for methods,
constructors, assertions, and creation conditions, a
class specification can contain an inheritance section
like

INHERIT FROM Queue[A]
RENAMING put AS enqueue

This has the effect that, provided A is a valid type, the
current specification is extended with the methods
and the assertions of the queue specification. Dur-
ing this extension the original method put is re-
named into enqueue and the CCSL compiler en-
sures that the inherited assertions queue empty
and queue filled restrict the behavior of en-
queue instead of put.

Components

While inheritance models an is-a relation, it is also
possible to model the contains-a relation between
different systems. Imagine a specification with a
method declaration like

queues : [Self, nat] - · Queue[A]

Then models of this specification are required to con-
tain an infinite array of queues over type A. For com-
ponents we assume a standard semantics. Currently
the user can choose between loose semantics, where
an arbitrary model of the queue specification is used
as semantics for the component, or final semantics,
where the final model is used.

Modal Operators

Modal operators are well suited for the verification
of properties of potentially nonterminating systems.
The third author recognized in [Jac99] the connec-
tion between greatest invariants and the future time
necessity operator. This was worked out for CCSL

in [Rot00].
The CCSL compiler generates theories that define

(method wise) future time necessity and eventuality
operators. Using these operators in our example, it is
for instance possible to prove that every queue, that is
reached from an empty queue, can be emptied again.

Refinement

Refinement is a relation between two specifications.
A concrete specification ¸ refines an abstract specifi-
cation ¹ if all models of ¸ can be turned (in a generic
way) into models of ¹ . Refinements can be concate-
nated in a number of steps, starting from a high level
abstract specification and leading to an implemen-
tation. The properties of refinement ensure that the
models of the most concrete specification still fulfill
the assertions of the original abstract specification.

For coalgebraic class specifications we have two
notions of refinement. Model theoretic refinement is
a generalizations of [Jac97] and is based on the no-
tion of models. In contrast, behavioral refinement is
based on bisimilarity of corresponding initial states.
Behavioral refinement is more general than model
theoretic refinement. Behavioral refinement can also
be used if only a part of the abstract class interface
(for instance the public part) is refined. Under mild
assumptions on the logic used in the assertions, it
can be shown that, in a situation where both notions
of refinement can be applied, behavioral refinement
implies model theoretic refinement.

Binary Methods

The theory of coalgebras is usually developed for
(covariant) endofunctors on an arbitrary category.
Consider the example of a binary method

equal : [Self, Self] - · bool

To model such an operation coalgebraically one
would need the functor º�»d¼²½W¾À¿�Á , where ¿ is the
semantics of type bool. But on the categories we
are interested in, this º cannot be turned into a co-
variant endofunctor.

In [Tew00b] the second author shows how the
notions of coalgebra and bisimulation can be gen-
eralized to extended polynomial functors Setop Â
Set ÃÄ Set. Coalgebras for extended polynomial
functors can model binary methods for practical ap-
plications. The CCSL compiler accepts signatures
that correspond to extended polynomial functors.

4. Conclusion

In this note we presented the coalgebraic specifica-
tion language CCSL and sketched its possible ap-
plications. CCSL relies on coalgebras and naturally
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uses the notions of invariance and behavioral equiv-
alence. Other people from the LOOP project apply
the same coalgebraic ideas to reason about JAVA pro-
grams [JvdBH Å 98]. In this work they also develop
a front-end to PVS and ISABELLE to use a theorem
prover to reason about JAVA programs.

The specification language CCSL has been suc-
cessfully used in several non-trivial case studies.
Meyer specifies in [Mey99] the MSMIE (multi-
processor shared information exchange) protocol in
CCSL. He refines this initial specification in three
steps and proves the correctness of a Java implemen-
tation of the protocol.

In [Tew00a], the second author uses CCSL to
formalize parts of the memory management of the
micro-kernel FIASCO. He then examines the C++

sources of FIASCO. The case study revealed some
hidden assumptions about the internal interface of
the memory management of FIASCO. The case also
study proves that the specification language CCSL to-
gether with the theorem prover PVS can well be ap-
plied to real software.

Currently CCSL admits coalgebraic class specifi-
cation (as described in Section 2) and ADT defini-
tions. One ongoing project is to investigate the pos-
sibility to include algebraic specifications in CCSL.
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1. Introduction

Attributegrammarshave beendevelopedby Knuth for
specifyingand implementingthe (static) semanticas-
pectsof programminglanguages[10, 12]. Sincethen,
attributegrammarshavegrown intoarecognisedfieldof
studywith numerousapplications;for oneof many sur-
veyssee[14].

Attribute grammarideasalsohave found their way
into graph transformationresearch.Early approaches
like thoseof [4,17] attributegraph-grammarparsetrees
insteadof string-grammarparsetrees.Most currentap-
proachesconsiderattributedgraphsandtheir derivation
or transformation.Oneof themostwell-known frame-
works in this context seemsto be PROGRES[15,16],
where,however, thedeclarativenatureof attributegram-
marsisgivenupin favourof anoperationalapproach.In
thesameway, alsothealgebraicapproachof [13] is not
orientedtowardsadeclarativeview,but towardsdescrib-
ing transformationsof attributedgraphs.

The approachdocumentedin [1] attemptsto move
closerto theoriginal attributegrammarsettingby con-
centratingnot only on attributions,but alsoon the tra-
versalsnecessaryto calculatethe attributions,but thus
necessarilystressestheoperationalaspectsof theattrib-
utegrammarview andalsoabandonspuredeclarativity.

In thispaperwepresentapurelydeclarativeapproach
to termgraphattributionsin aformalismwhichisessen-
tially a straight-forward transferof the attribute-gram-
mar paradigmto the slightly more generalsettingof
termgraphs.Furthermore,wepresentapplicationsof an
implementationof thisapproachto programgeneration
in Smalltalk,Ada,andHaskell.

2. From Syntax Tree Attributions to Term Graph
Attributions

Attribute grammarsare an extension of context-free
grammarswhichconsistsof semanticrulesaddedto the
syntacticrulesof thecontext-freegrammar. In ourview,
asemanticruleconsistsof
– a treepatternP determiningapplicabilityof therule,
– an attribute nameN for the attribute to be defined,

and
– anexpressionE definingthevaluesof theN-attributes

of thosenodeswherethepatternP matches;this ex-
pression
• is writtenin anattributedefinitionlanguage, and
• containsattribute referencesto other attributes,

written in an attribute referencelanguage which
allows accessto attributesof nodesaccessiblevia

navigationprimitivesor asimagesof nodesin the
patternp.

In purelydeclarativeattributegrammars,attributedefin-
ition languagesarereferentiallytransparent,i.e.,cannot
expressside-effects.

Suchan attributegrammaris thenusedto defineat-
tributionsof syntaxtrees, andsincesyntaxtreescanbe
consideredasa specialkind of graphs,we consideran
attributionasa (partial)functionmappinga nodeof the
graphandanattributenametoanattributevaluefrom an
attributevaluesetdependingontheattributename.

Usually only certainattribute valuesat the root of
the treearerelevant,but we may aswell considerthe
attributionof thewholetreeastheresultof followingthe
semanticrulesof anattributegrammar.

This view of attributions carries over to graphs
without any problems,and the definition of semantic
rulesalsodoesnot neednoteworthy adaptation.What
changes,however, is thesemanticsof anattributegram-
mar, sincethe interpretationof the attribute reference
languagewill havetochange,accordingto thefollowing
discussion.

If we considertheattributeflow over thesyntaxtree
in a conventionalattributegrammar, thenattributeval-
uesusuallyflow alongsingleedges,andthey mayflow
alonganedgein eitherdirection.Soa singlenodemay
havesynthesisedattributevaluescomingin from below
(i.e.,via its outgoingedges),andit is relevantvia which
edgeeachattributevaluearrives,andinheritedattribute
valuescomefromabove,andhere,too,it mayberelevant
which edgeamongthe node’s parent’s outgoingedges
thisis.

Whenconsideringtreesasterm graphs,thenthe or-
deringamongoutgoingedgesis replacedby edgelabels
attachedto theseedges,andfor everynode,no two out-
goingedgeshave thesamelabel. Sinceevery treenode
hasonlyatmostoneincomingedge,it isalsotruethatfor
every treenode,no two incomingedgeshave thesame
label. Generalising,we now considerthe direction in
whichanedgeisattachedtoanodetogetherwith itslabel
asone“ input channel” of thenodein question.

Where conventionalattribute grammarsare always
confrontedwith singleattributevaluescomingfrom any
input channel,a correspondingformalism for general
termgraphshastocopewith arbitrarynumbersof attrib-
utevaluesin the input channelscomingin from above,
i.e.,from thedirectionof theparentnodes.

Furthermore,in contrastwith the operationaldefini-
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tion of [1], wheredifferentvaluesarearrivedat in a se-
quentialmanner(seealsoSect.4) andcanthereforebe
consideredto beorganisedin lists,in our purelydeclar-
ativeformalismthereisnosuchobviousstructureorgan-
ising thedifferentattributevalues— theonly fact that
mustnot behiddenis thepossibilityof multiple occur-
rencesof thesameattributevalue. Therefore,multisets
areexactlythestructurethatnaturallyorganisesattribute
valuesin generallabelledgraphs.

Asaresult,theinterpretationof thoseelementsof the
attribute referencelanguagethat refer to inheritedat-
tributeschangesits typefrom singleelementsof there-
spectiveattributevaluesetto multisets,andtheattribute
definitionlanguagewill havetoprovideprimitivesto im-
plementdeclarativefunctionsfrom thesemultisetsinto
singlevaluesthatcanbeusedfor thedefinedattributes.

Thereforeit turns out that given appropriatema-
chineryfor representationandmanipulationof multisets
themove from syntaxtreeattributionsto termgraphat-
tributionscanberealisedwithoutviolatingthepurelyde-
clarativeattributegrammarprinciples.

When turning to attribute valuesetsthat areCPOs,
thenevencyclic attributedependenciesandcyclic term
graphscanbedealtwith easilybydefiningtheattribution
asafixed-pointasusual[3].

3. Declarative Term Graph Attribution in HOPS

TheHigher Object ProgrammingSystemHOPS [9, 2,
7, 5, 19] is agraphicallyinteractivetermgraphprogram-
mingsystemdesignedfor transformationalprogramde-
velopment.In thespirit of LiterateProgramming[11],
HOPSmodulesaredocumentscontainingprogramfrag-
ments,andin HOPS, thesearemostlytypingelements,
transformationrules,andattributiondefinitions.

HOPS manipulates arbitrary second-order term
graphs,whereall thestructureusuallyencodedvia name
andscopeismadeexplicit. Termgraphsin HOPS there-
fore featurenamelessvariables,explicit variablebind-
ing (to denotewhich nodebindswhich variable),expli-
cit variableidentity(todenotewhichnodesstandfor the
samevariable)and metavariableswith arbitrary arity.
For thepurposesof attribution,variablebindingandvari-
ableidentitycanbeconsideredasedgeswith additional
labels.

HOPS typesareintegratedinto theHOPS program
termgraphstructure,andtermgraphnodesareconnec-
ted to their typesvia specialtyping edges. The basis
for the typing systemare typing elements, i.e., simple
term graphsthat introducea new nodelabel together
with its typing schemamakingexplicit how the typing
of a nodewith thisnew label is relatedto thetyping of
its successorsandboundvariables.We provide six ex-
ampletyping elementsfor simply-typedλ-calculusand
for arithmetics— thetypingfunctionisdenotedby thin,
light arrowswith tiny heads,andthetypingelementsfor
→ andNum, althoughthey donot containany typing

arrows,arenecessaryfor introducingtheir respectivela-

belandfor fixing its arity (thethick curvedarrow in the
typing elementfor λ-abstractiondenotesvariablebind-
ing, anddifferentnodeslabelledwith “T ” aredifferent
typevariables):

Num

1 Num

+ Num

V V

→

T T
@

TV

→

TV

λ →

T
T

x

V

A termgraphG iswell-typedif for everynodethereisa
homomorphismfrom thetypingelementfor thatnode’s
labelinto G at thatnode;thedetailsof this typesystem
havebeenintroducedin [8]. Sincetypingelementsthus
definethe languageof HOPS term graphs,they also
serveasattributerulepatterns.

Each attribution definition consistsof a target at
whichit isdirectedandthedefinitiontext proper. These
definition texts take on the shapeof seriesof Haskell
definitionsinterspersedwith attributereferenceexpres-
sionswrittenin asyntaxsimilar to thatof FunnelWeb,a
powerful literateprogrammingsystem[18].

This meansthat Haskell hereservesasthe attribute
definitionlanguage usedto producethe real resultval-
ues,which will usuallybe stringsor functionsdeliver-
ing strings,andthesestringsmaythenbeinterpretedin
the target language.However, the dependenceof this
attributionmechanismon Haskell asits attributedefini-
tion languageisveryweak,andadaptingthismechanism
to a differentattributedefinitionlanguagewould beex-
tremelyeasy.

The FunnelWeb-like attribute referencelanguage is
a typed functional languagewith only the String type
allowed for embeddinginto the Haskell code,but also
featuringNodeandfunctiontypes.

A typical fragmentmight bethefollowing (theattri-
bute type is definedin term of the type attributesof the
successors,and the label of the nodeis usedinside a
stringconstant):
@<type@>@(@1@) = Constr "@<label@>@(@1@)" (map tp succtypes)

 where succtypes = @<successors@>@(@1@,@<type@>@)

In thedocumentoutput,however,andfor easierreading,
HOPS renderstheattributereferencelanguagewithout
“@”-charactersandin adifferentfont:
type(1) = Constr "label(1)" (map tp succtypes)

where succtypes = successors(1,type)
To give a flavour of how this attribution mechanismis
used,weshow herethedefinitionsof twoattributesexpr
andpexpr in a simplifiedHaskell conversionthatdoes
not respectsharingin any way andtakescareof paren-
thesisationin onlyarathercrudeway— thevalueof the
attributeexpr atanoden isastringcontainingaHaskell
expressioncorrespondingtothesubgraphinducedbythe
noden, andthisHaskell expressionis not parenthesised
ontheoutsideif easilyavoidable;pexpr hasparentheses
addedat leastif thismakesa difference.Thedefinition
for theconversionof functionapplicationshowshow to
usethenaturalnumberingof thenodesof thetypingele-
mentfor referringto theattributesof differentnodes:
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HaskellAttrib for Standard.@
expr(1) = expr(2) ++ ’ ’ : pexpr(3)
pexpr(1) = ’(’ : expr(1) ++ ")"

In thedefinitionfor λ-abstraction,we have to take care
whetherthereis a boundvariableor not; we chooseto
usedifferentconversionsfor this purpose.This is im-
plementedvia thebuilt-in macrobvar which takesfive
arguments:The first argumentrefersto a node;if this
nodehasa boundvariable,thenthecall evaluatesto the
fourth argumentin an environmentwherethe second
argument,consideredasa macroname,is boundto the
resultof applyingthethird argumentto theboundvari-
able. Otherwiseit evaluatesto thefifth argument.E.g.,
if @1 refersto a binderhaving a boundvariablenode
with thebuilt-in number attributebeing1005, thenthe
macrocall “bvar(1,bv,number,"xbv",[])” evaluates
to“"x1005"”. If @1 howeverreferstoabinderthatdoes
not bind any variable(ase.g.in λ x. 3), thenthatmacro
call evaluatesto “[]”.

Herethisisusedto implementthedistinctionbetween
a λ-abstractionin Haskell andanapplicationof const
— sinceλ-abstractionsalreadyneedparenthesesin our
context, wemake thedistinctionon thetop-level:

HaskellAttrib for λ
bvar(1,bv,expr,
expr(1) = "(\\ " ++ bv ++ " -> " ++ expr(2)
++ ")"

pexpr(1) = expr(1)
,
expr(1) = const pexpr(2)
pexpr(1) = ’(’ : expr(1) ++ ")"

)
SinceHOPS isa language-independenttermgraphpro-
grammingframework,it iseasytodefinetermgraphlan-
guagesfor differentpurposesandorientedat different
paradigms.Wenow presenttwoapplicationswherepro-
gramsin otherlanguagesaregeneratedfrommoreor less
specialisedHOPS languages.

4. Specialised Graph Traversals in Smalltalk

Many problemson graphscanbesolvedvia algorithms
that are instancesof a depth-first traversal coupled
with inherit-synthesiseattribute calculations[1]. The
completealgorithmschemais representedby a HOPS
graph with about 250 nodes,including 13 parameter
functions.

For dealingwith a givenproblem,wefirst instantiate
theparametersfunctionsandthenusepartialevaluation
to deriveasimplifiedinstanceof thisalgorithmschema.
Partialevaluationasavariantof programtransformation
is realisedusingtheruleapplicationmechanism[6] and
transformationstrategies[2] of HOPS.

Examples for instancesof the inherit-synthesise
schemaarethecomputationof stronglyconnectedcom-
ponentsof a graph,or unification. Herewe presentan
instancethat checksa directedgraphfor acyclicity by
markingeverynodewhile traversingit thefirst time,and

clearingthemarkafterhaving traversedall nodesreach-
ablefromthenodein question.Reachingamarkednode
duringthetraversalmeansthata cycle hasbeenfound.
Using non-strict booleanoperatorsensuresthat in the
caseof a cyclic graphtheresultis propagatedasfastas
possibleandthatnounnecessarytraversalis performed.

The optimisedalgorithm is given by the following,
muchsmaller, DAG:
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Now thecodegenerationmechanismis usedin oderto
producethefollowing methodsin theprogramminglan-
guageSmalltalk,implementinganefficientcycle-check
basedon simplegraphnavigationprimitives(manually
uglified for reasonsof space):
cycle_check: n_359 with: dummy_n_363 
 ^self lf_n_294: (Array with: n_359 with: true)

lf_n_294: n_290 
 n_290 first isEmpty
  ifTrue: [^n_290 snd]
  ifFalse: [^self lf_n_294: (Array
    with: (n_290 first cpRemIdx: 1)
    with: (n_290 snd and:
     [self lf_n_304: n_290 snd with: n_290 fst fst]))]

lf_n_304: n_303 with: n_299 
 ^(self visValOrNil: n_299)
  isNil: [self visVal: n_299 with: (n_299 isSink
   ifTrue: [n_303]
   ifFalse: [(((n_299 succs zip: (1 to: n_299 succsSize))
     cpRemIdx: 1) foldLeft: [:zero_n_335 :value_n_335 |
     self lf_n_314: zero_n_335 with: value_n_335]
    zero: (Array with: (self lf_n_304: n_303 with:
     (n_299 succs zip: (1 to: n_299 outDeg)) fst fst)
    with: (Array with: n_303 with: n_299))) fst])]
  orApply: [:value_n_341 | value_n_341]

lf_n_314: n_305 with: n_308 
  ^Array with: (self lf_n_304: n_305 fst with: n_308 fst)
         with: n_305 snd
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5. Ada Code Transformation

Another example,which focuseson the HOPS trans-
formationmechanismwasusedto transformAda code
for a primenesspredicateon natural numbers. The
startingpoint is a given Ada algorithm with unneces-
saryparameterswithin local functions. First we trans-
latethegivenprograminto HOPS rules;then,by using
fold/unfold techniquesandthetransformationfacilities,
anew andoptimisedversionof thefunctionisgenerated.
Finally the attribution mechanismis usedto produce
Adaagain.

Onthewhole,theinitial Adacode
function Isprim (n : Nat) return Boolean is
 function Isdiv (k, n : Nat) return Boolean is
  function Divides (k, n : Nat) return Boolean is
  begin if n < k then return (n = 0);
        else return Divides (k, n - k); end if;
  end Divides;
 begin
  if k <= 1 then return False; 
  else return (Divides (k, n) or Isdiv (k - 1, n ));
  end if;
 end Isdiv;
begin return not (Isdiv (n / 2, n )) and (2 <= n);
end Isprim;

is thustransformedinto thefollowing version:
function Isprim(n2 : Nat) return Boolean is
  function f4(n9 : Nat) return Boolean is
    function f6(n3 : Nat) return Boolean is
      begin if n9 > n3 then return n3 = 0;
            else return f6(n3 - n9); end if;
      end f6;
  begin if 2 > n9 then return False;
        else return (f6(n2)) or (f4(n9 - 1));
        end if;
  end f4;
begin return (not (f4(n2 div 2))) and (n2 > 1);
end isPrim;

6. Let Sharing Make a Difference

The translationto Haskell assketchedin Sect.3 could
equallywell be handledvia expandingthe term graph
to a syntax tree first, and then applying conventional
attribution techniques— largely thisalsoappliesto the
SmalltalkandAdaexamplesof thelasttwo sections.

Termgraphsare,however, not in all contextsequival-
enttoterms,andthereforewenow presentanapplication
thatcruciallydependsonthepossibilityto recogniseand
classifydifferentsharingsituations.Although superfi-
cially anad-hocsolutionusinganoperationalapproach
suchasin [1] might seemsimplerto use,we claim that,
alreadyin theexamplewe presenthere,thedeclarative
approachprovesto bemucheasierto understandandto
argueabout.

The problem we shall tackle is the generationof
Haskell definitionsfrom termgraphruleswith thecon-
straintthatsharing bereflectedin theformulationof the
Haskell rule.

Thefollowing caseshaveto bedistinguished:
• If a sharednodehasno successors,then it will be

representedby asingleidentifierandthesharingmay
beignored.All othercasesthereforeassumethat the
sharednodehassuccessors.

• If the sharednodeis only reachablefrom the rule’s
right handside,then:
– If thereis no λ-boundvariableoccurringfree be-

low the sharednode,then the expressionrepres-
entedby that nodeshouldbe the right-handside
of a definition for an identifier for that nodein a
where-clause.

– Otherwisethe correspondingdefinition hasto be
putinsidealet-bindinginsidetheinnermostλ-ab-
stractionbindingonesuchfreevariable.

• If a nodewith successorsis reachablefrom bothrule
sides,andif theexpressionrepresentedby theshared
nodeisapattern,thenthisshouldbeconvertedintoan
as-patternon the left-handsideandinto a reference
to the variablebound by the whole patternon the
right-handside.

Thisalsocoversthecasesthat theleft handsideis
a recursively definedpatternoccurring somewhere
within theright-handside,andthattheright-handside
is apatternreachablein theleft-handside(asin some
projectionrules).

• Otherwise,thesharingis ignored.
A few of theseeffectsare illustratedin the following
termgraphrule:

pair
@

a

λ

x

pair
@

@
g

b

const
@

pair

@

@

f

This rule is translatedautomaticallyinto the following
Haskell definition:
f (v20 @ (a, b)) g = (a v30, v30)

  where v30 = \ x -> let v26 = const x

              in ((g b v26), v26 v20)

Weonlysketchthesolution:Westartfrom anattribution
with valuesfor threeattributes:
1. Every node has an attribute containing a unique

Haskell identifierfor thecasethat thatnodeneedsto
be representedby a variable(in the above example,
threeof theseareused:v20, v26, andv30).

2. Oneattributecontainsa Booleanvalueindicatingfor
eachnodewhetherit is the sourcenodeof the left-
handside,

3. anotherBooleanattributeindicatesthesourcenodeof
theright-handside.

Thenodesof the left-handsidehave attributesindicat-
ing whetherthey mightbepatterns,sothatin thecaseof
sharinganas-patterncanbegenerated.Every nodehas
two attributesthat indicatewhich rule sidesit is reach-
ablefrom.Thistogetherwith thereferenceto themultis-
etsof thecorrespondingattributesof itspredecessorsen-
ableseachnodeto determineexactly its sharingstatus.
Bindingsfor sharingsareaccumulatedin synthesisedat-
tributeswhicharescannedatλ-nodesfor thosebindings
which containtheboundvariable;thesearetheninteg-
ratedinto a local let-binding;theremainderis further
transmittedvia thesynthesisedattributeand,atthetopof
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theright-handside,turnedinto a where-clause.Every
nodehasanattributethatprescribeshow it istobeturned
into Haskell syntaxdependingon the stringsthat rep-
resentits successors;thissyntaxprescriptionis usedfor
building expressionson theright-handsideandpatterns
on theleft-handside.

Thedetailsareratherinvolved— all in all, this only
seeminglysimpleconversionis implementedvia tenat-
tributesonly for managingall aspectsof determining
rulesidesandsharingstatus,eightfor expressiongener-
ationandexpressionsonbothrulesides,andthreemore
for theadministrationof localbindings— but for most
of theseattributes,theirdependenciesonotherattributes
areverysimple;quitea few areonly usedfor beingable
to sharetheresultsof intermediatecalculationsbetween
different attributes. At first sight, an operationalap-
proachmight seemto offer simplersolutions.However,
in ouropinionthedeclarativeapproachhelpstomakethe
analysisof theproblemandthestructureof thesolution
muchmoreexplicit.

The whole definition is includedin the HOPS user
manual [7]. The baselanguagefor defining attribute
definition functionsin HOPS is Haskell, with an em-
beddedsyntaxfor attribute references.Wherewe use
multisetsin thispaper, themechanismcurrentlyreturns
lists,andsotheuserisresponsibletoonlyusethemultis-
etstructure,mosttypically via foldswith commutative
andassociativeoperators.Theimplementationconverts
the resultingattributevaluedependenciesfor an attrib-
utedgraphintoasetof Haskell definitions;sinceHaskell
considerstop-levelandlet-bindingsasmutuallyrecurs-
ive, this implementsthe lazy attribution semanticsdis-
cussedin Sect.2.

7. Concluding Remarks

Wepresentedastraightforwardextensionof theattribute
grammarapproachto cover term graphattributionsin
closeanalogyto theoriginalsyntaxtreeattributions,but
unlike the mostly operationalapproachesto be found
in the literature,our approachis purelydeclarative and
includesanaturaltreatmentof sharingandtheresulting
multiplicity of inheritedattributes.

Sinceterm graphsarea populardatastructurein all
kindsof symboliccomputationsystems,includinginter-
preters,compilers,theoremprovers,andproofassistants,
thedeclarativewayof definingtermgraphattributionsas
presentedin thispaperisanattractivemeansof defining
outputfrom termgraphs.
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1 Motivation

Verification techniques for reactive systems are traditionally classified as either deductive or al-
gorithmic. Deductive techniques can handle complex systems, but their implementation based on
interactive proof assistants requires careful guidance by expert users. Algorithmic techniques such
as model checking have found wide acceptance because they promise full automation, but they are
usually restricted to finite-state models. Abstraction techniques [2, 3] promise to integrate the two
paradigms. In this paper we propose a particular approach to abstraction centered around the notion
of predicate diagrams, finite-state transition systems whose nodes are labelled with state predicates
and represent the set of system states that satisfy these predicates. Diagrams serve as intermediaries
between specifications and properties: on the one hand, non-temporal proof obligations ensure that
the diagram represents the specification; these must in general be discharged using theorem proving.
On the other hand, properties can be established from the diagram using model checking, obviating
the need for tedious temporal-logic reasoning that is typical of liveness proofs. We also show that
techniques from abstract interpretation can be used to generate diagrams that can at least serve as a
starting point for verification.

Predicate diagrams can be shown to be as powerful as traditional deductive verification. Prag-
matically, the use of predicate diagrams may be preferable because of the potential for substantial
automation. They may also be attractive because similar notations are used in semi-formal design
methods [1] and can aid documentation. Similar diagrammatic techniques have been proposed by
the STeP group [8]; they can also be used as the basis for deductive model checking [11]. Our def-
inition is somewhat different in the treatment of fairness conditions. It is also slightly more general
in that several actions can be represented within a single diagram, which is useful for the proof of
refinement relations, a topic that we do not consider in this paper.

2 Predicate Diagrams

We express system specifications and properties in a variant of linear-time temporal logic whose
formulas are built from state predicates and actions, which may contain primed state variables. For
example, ì³íïî is a state predicate, and ì³ðÜñ�ò óeô is an action. For an action õ , we denote by
ENABLED õ the state predicate obtained from õ by existential quantification over the primed state
variables. For a state predicate ö , we denote by ö ò the action obtained from ö by replacing all
flexible variables ÷ by ÷ ò . Temporal formulas are then built using boolean connectives, the always
operator ø , and quantification over rigid (state-independent) variables.

The semantics of state formulas is defined with respect to a state, i.e. an assignment of values to
state variables, and a valuation of the rigid variables. Actions are interpreted relative to a pair ù�ú�ûzütý
of states, where ú and ü interpret respectively the unprimed and primed state variables. Temporal
formulas are interpreted over behaviors, which are þ -sequences ÿ��eú��	ú æ ����� of states [6, 9]. Derived�
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connectives include the eventually operator defined by
�
	���
��
	

and, for an action � , the
formulas

WF ����� ���
�
ENABLED ��� ��� � SF ����� �����

ENABLED ��� ��� �
that assert weak and strong fairness conditions for � . This logic is similar to Lamport’s Temporal
Logic of Actions [7] except that it is not invariant under stuttering. We consider system specifications
written in the form �����! 
" ��#%$�&  '")( where �*�+�, is a state predicate characterizing the system’s
initial state,

#-$.&  is an action representing the next-state relation, and ( is a conjunction of formulas
WF ����� or SF ����� .

We assume the underlying assertion language to contain a finite set / of binary relation symbols0 that are interpreted by well-founded orderings. For 021 / , we denote by 3 its reflexive closure.
We write /%4 to denote the set of relation symbols 0 and 3 , for 0 in / .

The definition of predicate diagrams is relative to finite sets 5 and 6 that contain the state
predicates and actions of interest. We denote by 5 the set containing the predicates in 5 and their
negations.

Definition 1. A predicate diagram 798:� #<; � ;�=>;>?@;�A � over 5 and 6 consists of

– a finite set
#CB�D E

of nodes,
– a finite set � BF# of initial nodes,
– a family

= 8G� =�H � HJILK of relations
=MHNBF#CO�#

,
– a family

? 8P� ?�H � HJIQK of edge labellings
?�H

that associate finite sets R@�S UT ; 0 T*� ; . . . , �V XW ; 0 W>��Y
of terms  XZ paired with a relation 0 Z 1 /[4 with the edges �V� ;�\ � 1 = H ,

– a mapping
A^] 6`_aR NF

;
WF

;
SF Y that associates a fairness condition with every action in 6

(NF indicates “no fairness”).

We say that the action � 1 6 can be taken at node � 1 # iff �V� ;�\ � 1 = H holds for some
\ 1 # .

Definition 2. Let 7b8:� #<; � ;�=>;>?@;�A � be a predicate diagram over 5 and 6 . The set tr �*7c� of traces
through 7 consists of all d -sequences ef8hgjikg Tml�l�l of states such that there exist sequences �nio� TJl�l�l
and �pi>� Tql�l�l of nodes �rZ 1 # and actions �sZ 1 6 such that all of the following conditions hold:

– � i 1 � is an initial node,
– �V� Z ; � Z!t Tu� 1 =�Hwv holds for all � 1�x ,
– g Zzy 8G� Z holds for all � 1�x ,
– ��g�Z ; g.Z!t T � y 8h��Z holds for all � 1�x ,
– ��g Z ; g Z!t T�� y 8G .{ 0  holds for all � 1fx and �V ; 0 � 1 ?�Hwv �V� Z ; � Z|t T�� ,
– for every action � 1 6 such that

A ���}�s8 WF there are infinitely many � 1)x such that either� Z 8b� or � cannot be taken at � Z , and
– for every action � 1 6 such that

A �����~8 SF, either ��Z�8h� holds for infinitely many � 1fx or
there are only finitely many � 1�x such that � can be taken at � Z .
Predicate diagrams are finite labelled transition systems whose nodes are sets of state predicates

that hold at the system states represented by the node. (We indifferently write � for the set and
the conjunction of its elements.) Traces through a diagram are behaviors that correspond to fair runs,
where enabling conditions of actions � 1 6 are identified with the existence of � -labelled edges. We
define the notion of conformance between diagrams and temporal formulas by trace inclusion. The
following theorem gives a set of non-temporal proof conditions that ensure that a diagram conforms
to a system specification.

Theorem 3. Let 7C8�� #<; � ;�=>;>?@;�A � be a predicate diagram over 5 and 6 , and �Q� $��f� �*�+�, ~"��#-$.&  J"�( be a system specification. If all of the following conditions hold, then e 1 tr �u7s� holds
for all models e of �o� $�� .
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Fig. 1. The “dining mathematicians” example.

1. Ï ÐbÑ*Ò+Ó,Ô~Õ×ÖØnÙ@Ú Ò
2. Ï Ð2Ò¨Û�Ü%Ý�ÞoÔ
Õ Öß�à!áJâ ã�ä�å à Ø â ãpä ÙLæVçkè

é Ûfê�ë holds for every node ÒfìfÜ .

3. Ï Ð2Ò¨Û é Û�ê ë Õ�Ô ëwí Ô holds for all îVÒmï�ê�ð�ìfñ á and all îVÔuï í ðzìóò á îVÒmï�ê�ð .
4. For every action

é ì�ô such that õrî é ðsöÐ NF:
(a) If õrî é ð
Ð WF then Ï Ðh÷Qø+Ý�ù�Õ WF î é ð .
(b) If õrî é ð
Ð SF then Ï Ð2÷oø�Ý�ùsÕ SF î é ð .
(c) Ï Ð2Ò�Õ ENABLED

é
holds whenever

é
can be taken at node Ò .

(d) Ï Ð2Ò¨Û é Õûúzê ë holds for all Òqï�êüìfÜ such that îSÒqï�ê¦ð[ýì�ñ á .

If the conditions of theorem 3 holds, we say that þ represents the specification ÷Qø+Ý�ù . As an ex-
ample, Fig. 1 contains the specification of the “dining mathematicians” example, a mutual-exclusion
protocol taken from [3], and a predicate diagram (w.r.t. the predicates shown and the single actionÜ-Ý.ÞQÔ ) that represents that specification. The variables ù�ÿ and ù�� represent the control states of two
processes that alternate between “thinking” and “eating”. The integer variable Ò is shared between
the processes to ensure mutual exclusion.

As finite transition systems, predicate diagrams can easily be encoded into the input languages
of standard model checkers such as Spin [5], recording the active node and the last action taken.
For every predicate ø ì � we define the atomic propositions ��� and ����� such that they are true in
precisely those nodes that contain ø , respectively úJø . We assume the fairness conditions indicated
by the diagram. For every term Ô and relation í ì	� such that îSÔuï í ð appears in some ordering
annotation ò á , we add an assumption that ensures that whenever edges labelled by îSÔuï í ð are taken
infinitely often, then edges that are labelled by neither îVÔuï í ð nor îVÔuï�
sð are also taken infinitely
often. This condition can be expressed by a Streett-type formula.

The encoding of a predicate diagram in a model checker can be used to verify temporal formulas
built from predicates in

�
, substituting � � and � ��� for occurrences of ø and ú§ø . For example, we

can verify the following properties for the “dining mathematicians” specification from the diagram
of Fig. 1:

î�}ò��>ð��¨îVÒ�ìfÜ��>ÔJÛ�ÒóöÐ��Lð î�'Þnù��Uð���úpî.ùjÿcÐ������}Û<ù��}Ð ���!�Qðî"�Ó$#kÝjÿ>ð%�'&�î�ùSÿsÐ(���!�Qð î"mÓ)#kÝ���ð%�*&pî.ù��}Ð������oð
The first two properties are invariants that assert that Ò remains a positive natural number throughout
any run of specification +', , and that mutual exclusion is ensured. The remaining properties are
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Fig. 2. Predicate diagram for the Bakery algorithm.

liveness properties that assert starvation-freedom for both processes. Note that property -/.10)243�5!6 can
be established despite the cycle between the two leftmost states in the diagram, because the ordering
annotations forbid that cycle to be followed indefinitely.

3 Generation of Diagrams by Abstract Evaluation

Instead of verifying the conditions of theorem 3 with the help of a proof assistant, we can try to
generate a diagram that represents a given specification by abstract evaluation of the initial condition
and the next-state relation based on user-defined (conditional) rewrite rules. Rules appropriate for
the dining-mathematicians example include

7�897�: -<;�6 = 7�897�: -?>@67�897�: -BAC6ED 7�897!: -GFH6JIK3L243�MN-APOQFR6 7�897�: -AC6TSD 7�897�: -?FR6JIU=V3L2W3LMN-AXOQFH6
A%Y[ZP\@]_^ 7�897�: -AC6`^aAbSc ;�IdAfehg 8ji Sc ; A%Y[Z�\@]kI 7!897�: -Al6`m%= 7�897�: -AC6

These rules are first applied to the initial condition n�Mo0$] . The resulting formula is transformed
to disjunctive normal form; each disjunct gives one possible initial node. State expansion is done
similarly by evaluating the action Z�3�AW] based on the information about which predicates are true,
resp. false, in the source node, and collecting information about the target nodes. The same technique
can be used to evaluate other action formulas, in particular those with non-trivial fairness conditions.

It may occasionally happen during state expansion that there is insufficient information about
the source node M (represented by unprimed variables) to evaluate some predicate p that appears
as a guard in the action currently considered. We can then abort the construction, asking the user to
supply more rewrite rules. Alternatively, we may treat p as if it were true; this respects condition
(2) of theorem 3 because it can only add disjuncts on the right-hand side. On the other hand, it
may invalidate condition (4c), so we are not allowed to use this approach for actions that have non-
trivial fairness conditions. In any case, we mark such edges as “maybe” edges to alert the user that
they could be obvious culprits when model checking fails. As a third alternative, we have found it
useful to reconsider the predecessors, say Mo5�q�r�r�r�q�MHs , of M in the part of the diagram that has been
constructed so far, and to check whether Mut�^VZP3�A9]!^*MCv implies pwv or its negation, using an automatic
theorem prover. In that case, we add p or =Ep to the set of predicates contained in M , splitting the
node if necessary.

If the procedure does not fail, the generated diagram is guaranteed to represent the given specifi-
cation. In particular, the existence of an edge (other than edges marked as “maybe”) leaving a given
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node x implies the enabledness of the action at x . We have prototypically implemented the proce-
dure outlined above, using the rewrite engine from Atelier B [10], the automatic prover Simplify [4],
and the model checker Spin. Fig. 2 shows a predicate diagram generated for the two-process version
of Lamport’s “Bakery” algorithm, a standard benchmark problem for the verification of infinite-state
systems. We have omitted the predicate labels, but have indicated the control locations (“l4” is the
critical section). One process moves horizontally, the other one vertically. The diagram contains two
nodes where both processes are at location “l3”; these are distinguished by which process holds the
lower “ticket” and may therefore proceed. In producing this diagram, we have only included rules
to distinguish between the “ticket” variables yz and y${ being zero or not. The remaining predicates
have been introduced “on the fly” via backtracking as explained above. Both mutual exclusion and
liveness have been verified by Spin from the diagram.

4 Discussion

We consider predicate diagrams as an interface between specifications and properties. In this pa-
per, we have emphasized the “bottom-up” construction of diagrams starting from the specification.
Dually, deductive model checking [11] relies on a “top-down” approach where an initial diagram
that ensures the desired property is interactively refined until the conditions of theorem 3 can be
established. The bottom-up approach could be characterized as “abstract model checking” because
it generates the full state space of the model modulo the abstraction defined by the predicates in | .

The results reported in this paper, though encouraging, are still preliminary. It remains to consider
more systematically the annotation of generated diagrams with fairness and ordering information.
Another interesting option to explore is the verification of refinement relations between specifica-
tions. This is possible because we do not formally distinguish between specifications and properties,
and because we allow transitions that correspond to different actions to be represented within the
same diagram. We also intend to study appropriate generalizations for parametric systems.
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1 Introduction

Model checking has been proven to be a powerful tool in formal verification of sequential
circuits, reactive systems, protocols, etc. The model checking of systems with huge state spaces
is possible only if there is an efficient representation of the model. Reduced Ordered Binary
Decision Diagrams (shortly: OBDDs) [1] allow an efficient symbolic representation of the
model [8].

In the following we present techniques that attack two mayor problems of symbolic model
checking:
� Finding a good partitioning of the transition relation of the system under consideration.

� Efficient dynamic variable reordering during the computation.

All techniques have in common that high level information is utilized. For the first problem
RTL information is used to improve the quality of the partitioning. While, for the second
problem detailed knowledge about the model checking process is used to accelerate variable
reordering.

2 RTL based Partitioning Heuristic

The computation of the reachable states (RS) of a sequential circuit is an important task for
synthesis, logic optimization and formal verification. If the RS are computed by using OBDDs,
the system under consideration is represented in terms of a transition relation (TR). Since the
monolithic representation of the circuit’s TR usually leads to unmanageable large OBDD-sizes,
the TR has to be partitioned [2, 4]. The quality of the partitioning is crucial for the efficiency
of the RS computation. If the TR is divided into too many parts the computation of transitions
will be unnecessarily time consuming. On the other hand a number of partitions that is too
small will lead to a blow-up of OBDD-size and hence, memory consumption. Partitioning the
TR is usually done without utilizing any external information.

A common strategy for partitioning of the TR as it is used e.g. by VIS [3] proceeds in three
steps:

1. Order latches. First, the latches are ordered by using a benefit heuristic [5] that per-
forms a structural analysis of the transition relations of the latches to address an effective
AndExist [4]. operation. Hence, the heuristic considers: variables that may be quantified
out, highest index in the function, etc.
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2. Cluster latches. The single latch relations are clustered by following a greedy strategy.
Latches are added to a OBDD (i.e. by performing AND) until the size of the OBDD
exceeds a certain threshold.

3. Order clusters. In the last step the clusters are ordered similarly to the latches by using
a benefit heuristic (VIS uses the same heuristic as in Step 1).

Although the standard method optimizes the partitioning twice, its main disadvantage is that
it uses only structural information to optimize the partitioning for an efficient schedule for the
AndExist operation during the image computation.

Our new heuristic improves this optimization by including additional semantical informa-
tion about the represented functions. This information is taken from the register transfer level
(RTL) description of the design given in Verilog [6].

As experimental results show, there is a close conjunction between the RTL description and
an efficient image computation.

The RTL heuristic proceeds in three steps:

1. Group latches. The latches are grouped according to the modules given in the top mod-
ule of the RTL description in Verilog. Within the groups the latches are ordered by a
lexicographic order that takes into account submodule names and bit numbers.

2. Cluster groups. The groups represent borders for the clusters. There is no cluster con-
taining latches from different groups. To control the BDD size of the clusters, the greedy
partitioning strategy is applied within the groups.

3. Order clusters. In the last step the clusters are ordered by using the benefit heuristic
from the standard method.

Experiments were performed using real life Verilog benchmarks. The RTL partitioning
method significantly outperforms the standard method and reduces CPU time as well as mem-
ory consumption by more than 50%.

3 Dynamic Variable Reordering

Due to the huge number of operations applied to the OBDDs during symbolic model checking,
the computation time is strongly related to the size of the OBDDs. As the order of the input
variables has a strong influence on the size of the OBDDs, well suited variable orders have to be
found. Since it is NP-hard to find the optimal variable order for a given function, much effort
is spent on finding reasonable good orders or improving given ones. In practice, techniques
that improve the size of a given OBDD by changing the variable order dynamically during
the computation have been proven to be most powerful. Many common dynamic reordering
approaches are based on swapping the position of neighboured variables in a given OBDD.
This operation can be performed locally and thus, can be computed efficiently. The sifting
algorithm [11] that is based on this idea moves each variable to the top and to the bottom of the
order to find its best position. This algorithm has been proven to be one of the most efficient
reordering strategies.

Dynamic reordering strategies are especially useful for symbolic model checking, since the
represented functions (e.g. reachable state sets) are changing during computation. As a conse-
quence, the variable order has to be adapted to fulfill the new requirements. Although, dynamic
variable reordering may drastically reduce the OBDD size, often it is very time consuming and
sometimes does not lead to substantially smaller OBDD sizes.
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In the following we present adaptions of reordering techniques originally intended for com-
binatorial verification to the specific requirements of symbolic model checking. The techniques
are orthogonal in the way that they use either structural information about the OBDDs or se-
mantical information about the represented functions. The application of these techniques
substantially accelerates the reordering process and makes it possible to finish computations,
that are too time consuming, otherwise.

3.1 Block Restricted Sifting

Our goal is to accelerate the variable reordering process while simultaneously retaining reason-
able OBDD sizes. To manage this, we adapted a method called block restricted sifting (BRS)
[10] to the needs of model checking. The idea behind BRS is to move the variables during
reordering only within fixed blocks instead of moving them through the complete order. From
theory it is known, that changing the variable order of a block does not affect the size of the
other blocks.

The determination of the block boundaries follows from a communication complexity argu-
ment. A small information flow between two parts of an OBDD indicates a good candidate for
a block boundary. If there is only little information flow between two blocks the distribution of
variables to these blocks is well chosen. Improving the variable order inside the blocks might
lead to a significant reduction of the OBDD size. The information flow is best indicated by the
number of subfunctions that cross one level. The subfunction profile of an OBDD counts not
only the number of nodes per level, it also adds the edges that cross a level without having a
node on it to the profile.

With the aid of this profile we get easily computable structure information of the repre-
sented function. For a successful application of BRS to symbolic model checking, we have to
find solutions for the following problems:

1. Restricting the search space. Sifting only within fixed blocks significantly accelerates
the reordering process, but it may keep one away from good orders. In conventional appli-
cations like combinational verification the larger number of reordering with changing block
boundaries compensates this negative effect. For symbolic model checking this is not true,
because of the small number of reorderings. Therefore, we have changed the concept of block
boundaries. We now allow a small overlapping of the blocks, i.e. a few levels beside the bound-
aries of the block are also incorporated in the reordering. This concept partially remedies the
problems stated above.

2. Acceleration power. To take full advantage of the BRS approach one should restrict the
size of blocks. The native BRS searches for local minima in the subfunction profile. This may
lead to unnecessary large blocks in the lower part of the OBDD, where the number of nodes
and represented subfunctions naturally decreases. We have changed this strategy to a first-fit
strategy, i.e the first level that fulfills the given properties is chosen.

3. Settings. The parameter, that is mostly responsible for the trade-off between reordering
time and the quality of the computed order is the minimal fraction of variables that a block must
contain. This fraction is denoted MINBLOCK. In contrast to combinatorial verification, where
MINBLOCK = 10% is an average setting for model checking larger blocks are appropriate.

3.2 Sample Sifting

Sampling is a common heuristic technique applied to optimization problems with huge search
spaces. The idea behind the sampling strategy is to choose a relevant sample from the given
problem instance to solve the optimization problem for the chosen subset and to generalize the
solution to the complete instance.
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Applied to the problem of reordering OBDD variables the sampling strategy can be de-
scribed as follows [9, 7]: (1) Choose some OBDDs or subOBDDs from the common shared
OBDD. (2) Copy these OBDDs to a different location. (3) Reorder only the Sample. (4) Shuffle
the variables of the original BDD to the newly computed order of the sample.

Step 1 is the most critical during this sample sifting process. As mentioned before, one
should choose a relevant sample. If there is some knowledge about the represented functions,
it can be used for the choice of samples. The chosen OBDDs should not be too small, so that
as many variables of the representation as possible are contained in the sample. If there is no
knowledge about the represented functions the sample may be chosen randomly from the single
roots of the shared OBDDs. The reordering (Step 3) can be done with any common reordering
technique (we used the standard sifting algorithm). If the OBDD size increases after Step 4 the
OBDD is reshuffled to the original order, but one may repeat the complete process to obtain
better results.

A successful application of the sampling method to model checking is challenging, be-
cause the two main problems (Time and Quality) of variable reordering for model checking
instantiate as follows:

T1. Small samples. The size of the sample is the most important parameter of sample
sifting. Choosing a smaller sample will reduce the computational overhead for copying the
sample. But even more important: The accelerating effect of sample sifting results from the
fact that only a small OBDD is reordered, also resulting in smaller intermediate OBDD sizes
during the reordering. To fulfill the quality requirements of model checking the sample has to
be chosen larger than for combinatorial applications.

T2. Number of Trials. More than one trial per sample reordering might be a good idea for
combinatorial application but it is not for model checking. Here only one trial is possible due
to time limitations.

Q1. Sample without semantical information. If no external semantical information is
available one may at least use some structural information about the represented functions. We
used a pseudo-random strategy proposed by [9]: Starting from the top level of the OBDD nodes
are chosen randomly as roots of subOBDDs for the sample.

Q2. Sample with semantical information. One should make use of the semantical in-
formation about represented functions provided by the model checker. In [9] it is proposed to
use recently-used-roots, i.e. roots involved in operations in the last steps of the computation.
Again, this strategy is not suitable for model checking, since the huge number of operations
will result in a random choice of roots. Instead, we use recently-used-important-roots, i.e. roots
involved in elementary model checking operations like Exist-Abstract, Universal-Abstract and
And-Abstract (see [8]). If we cannot fulfill the size requirements for the sample by using im-
portant roots we fall back to the method of choosing random roots. Using this strategy we
obtain the best results for sampling.

Q3. Methods for copying. In [9] copying a fraction of an OBDD is done by copying
nodes in DFS postorder way. We replaced this method by a DFS preorder way. Our experience
has shown that the preorder method works more stable and produces better results than the
postorder method.

Both methods (BRS and Sampling) were able to reduce CPU time by more than 30% with
only small additional memory consumption (5% to 10%). For detailed results see [12]
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Abstract

In this extended abstract we describe the design and implementation of a parallel
model checking algorithm for the alternation free fragment of the µ-calculus. The al-
gorithm is based on a characterisation of the model checking problem for this fragment
of the µ-calculus in terms of games or (equivalently) a certain class of alternating Büchi
automata. Strictly speaking, we present a parallel algorithm for checking the empti-
ness of so called 1–simple–weak–alternating–Büchi automata. It is designed to run on a
cluster of workstations. A prototype implementation within the verification tool Truth
shows promising results.

1 Introduction

Formal methods are becoming more and more popular for the specification and verification
of complex hardware and software systems. The term formal methods usually denotes the
application of mathematical methods for specifying and verifying the underlying systems.
The formal specification of a system helps to understand the system under development.
Furthermore, a common and formal basis for reasoning about the system is given.

Two approaches for the verification of systems can be distinguished. Model Checking
([Eme90] and Theorem Proving. In this extended abstract we focus on model checking.
Numerous case studies have shown that especially model checking improves the detection of
errors during the design process (see [CW96] for an overview).

Despite the developments in the last years, the so–called state space explosion limits its
application. While partial order reduction ([Pel98]) or symbolic model checking ([McM93])
reduce the state space by orders of magnitude, typical verification tasks still last days on
a single workstation (see for example [GLL+00]) or are even undecidable due to memory
restrictions.

On the other hand, simple and cheap but powerful parallel computer networks can be
build–up by connecting workstations. Libraries such as the message–passing–interface (MPI,
[For93]) and a corresponding implementation (e.g. for LINUX) allow a significant speed–up
for solving problems provided a suitable parallel algorithm can be formulated. Even more
important for model checking, a cluster of workstations offers an enlargement of the total
memory available. Hence, it is a fundamental goal to find parallel model checking algorithms
which then may be combined with well–known techniques to avoid the state space explosion.

In this extended abstract we present a parallel algorithm for checking the emptiness
of so called 1–letter–simple–weak–alternating–Büchi automata (1SWABA). This class of
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automata was introduced in [BVW94] and it was shown that model checking the alternation–
free fragment of the µ-calculus can be reduced to the emptiness problem for this class of
automata. While this fragment is already important on its own, it subsumes the logic CTL
which is employed in many practical verification tools.

This class of automata can be described in terms of two party games. It can be shown
that by solving the emptiness problem for a 1SWABA corresponding to a model checking
problem one can determine a winning strategy for the winner of a corresponding model
checking game. The latter may be employed by the user of a verification tool for debugging
the underlying system interactively. The relation between this class of automata and certain
(model checking) games is deeply investigated in [Leu99].

In this way, we get, to our knowledge, the first parallel model checking algorithm for
this fragment which even supports interactive debugging. A first prototype implementation
within the verification tool Truth ([LLNT99]) shows promising results. A drawback of our
algorithm is that it global. This means, that the whole underlying transition system is
constructed and analysed before the model checking problem is answered. However, since
model checking the alternation–free µ-calculus is inherently sequential, it is unlikely to avoid
this problem in the context of parallel algorithms.

2 Alternating Büchi Automata

Nondeterminism gives an automaton the power of existential choices: A word w is accepted
by an automaton iff there exists an accepting run on w. Alternation gives a machine the
power of universal choices and was studied in [BL80, CKS81] (in the context of automata).
In this section we recall the notion of alternating automata along the lines of [Var96] where
alternating Büchi automata are used for model checking LTL. For an introduction to Büchi
automata we refer to [Tho90].

For a finite set X of variables let B+(X) be the set of positive Boolean formulas over
X, i.e., the smallest set such that

• X ⊆ B+(X)

• true, false ∈ B+(X)

• ϕ,ψ ∈ B+(X)⇒ ϕ ∧ ψ ∈ B+(X), ϕ ∨ ψ ∈ B+(X)

The dual of a formula ϕ ∈ B+(X) denoted by ϕ is the formula where false is replaced
by true, true by false, ∨ by ∧ and ∧ by ∨.

We say that a set Y⊆X satisfies a formula ϕ ∈ B+(X) (Y |= ϕ) iff ϕ evaluates to true
when the variables in Y are assigned to true and the members of X\Y are assigned to false .
For example, {q1, q3} as well as {q1, q4} satisfy the formula (q1 ∨ q2) ∧ (q3 ∨ q4).

Let us consider a Büchi automaton (BA). For a state q and an action a let {q1, . . . , qk} =
{q′ | q a→ q′} be the set of possible next states for (q, a). The key idea for alternation is
to describe the nondeterminism by the formula q1 ∨ · · · ∨ qk ∈ B+(Q). Hence, we write
q

a→ q1 ∨ · · · ∨ qk. If k = 0 we write q
a→ false. An alternation is introduced by allowing an

arbitrary formula of B+(Q). Let us be more precise:

Definition 2.1
An Alternating Büchi Automaton (ABA) over an alphabet Σ is a tuple A = (Q, δ, q0,F)
such that Q is a finite nonempty set of states, q0 ∈ Q is the initial state, F ⊆ Q is a set
of accepting states and δ : Q× Σ→ B+(Q) is the transition function.
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Because of universal quantification a run is no longer a sequence but a tree. A Q-
labelled tree τ is a pair (t, T ) such that t is a tree and T : nodes(t) → Q. For our needs,
we can restrict T to be one–to–one for children of the same parent. Hence, we identify nodes
in the following canonical way: The root is marked with ε, if a node s is marked with w
then a child s′ labelled with q is marked with wq.

For a node s let |s| denote its height, i.e., |ε| = 0, |wq| = |w| + 1. A branch of τ is a
maximal sequence β = s0, s1, . . . of nodes of τ such that s0 is the root of τ and si is the
parent of si+1, i ∈ IN.

A run of an alternating BA A = (Q, δ, q0,F) on a word w = a0a1 . . . is a (possibly
infinite) Q-labelled tree τ such that T (ε) = q0 and the following holds:

if x is a node with |x| = i, T (x) = q and δ(q, ai) = ϕ then either ϕ ∈ {true, false} and
x has no children or x has k children x1, . . . , xk for some k ≤ |Q| and {T (x1), . . . , T (xk)}
satisfies ϕ.

The run τ is accepting if every finite branch ends on true (i.e., δ(T (x), ai) = true where
x denotes the maximum element of the branch wrt. the height and i denotes its height) and
every infinite branch of τ hits an element of F infinitely often. The language L(A) is, as
usual, the set of all words for which an accepting run of A exists.

It is obvious that every Büchi automaton can be turned into an equivalent (wrt. to the
accepted language) alternating Büchi automaton in the way described above. The converse
is also true and is described for example in [Var96]. However, the construction involves an
exponential blow up. This yields an exponential algorithm for checking the emptiness of the
language of an ABA. For a subclass of ABAs suitable for our needs a linear non-emptiness
decision procedure can be given.

3 1SWABA

An ABA A = (Q, δ, q0,F) over an alphabet Σ is called 1-letter iff the alphabet contains
just one letter, i.e., |Σ| = 1. Hence, the language of A is either empty or a single (infinite)
word.

A formula ϕ ∈ B+(X) is simple if it is any one of true, false, atomic, a conjunction
or a disjunction. The latter means that it has the form x1 ∗ · · · ∗ xk where ∗ ∈ {∨,∧} and
xi ∈ X. An ABA is simple if all its transitions are simple.

A weak ABA is a tuple A = (Q, δ, q0,F+,F−) such that (Q, δ, q0,F) is an ABA. Fur-
thermore, there exists a partition of Q into disjoint sets Q1, . . . , Qm such that for each set
Qi, either Qi ∩F+ 6= ∅ or Qi ∩F− 6= ∅. That means, each Qi contains either one (or more)
supporter(s) or one (or more) spoiler(s). Qi is called accepting set or rejecting set,
respectively. In addition, there exists a partial order ≤ on the collection of the Qi’s such
that for every q ∈ Qi and q′ ∈ Qj for which q′ occurs in δ(q, a) for some a ∈ Σ, we have
Qj ≤ Qi. Thus, transitions from a state in Qi lead to states in either the same Qi or a lower
one. It follows that every infinite path of a run of a weak ABA ultimately gets “trapped”
within some Qi. The path then satisfies the acceptance condition if and only if Qi is an
accepting set. Indeed, a run visits infinitely many states in F+ iff it gets trapped in an
accepting set.

This observation can be employed for a sequential algorithm which decides whether the
language of a 1SWABA A is empty or not. We give a sketch of such an algorithm. It
constructs a graph whose nodes are the states of A. It labels a state q by green or red
depending on whether there is an accepting run or not for the automaton starting in q.
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Let (Q,E, l) be the graph where the nodes are the states of the automaton A and
(q, q′) ∈ E⊆Q × Q iff the formula δ(q) contains q ′. Furthermore, let l : Q → {∨,∧} be
the mapping denoting whether δ(q, a) is a disjunction or a conjunction, resp. This graph
directly corresponds to the game graph defined when considering the game–based approach
of model checking. Hence, we call this graph game graph.

As A is weak, there exists a partition of Q into disjoint sets Qi such that each set Qi,
either is an accepting set or a rejecting set. Furthermore, there exists a partial order ≤
on the Qi such that for every q ∈ Qi and q′ ∈ Qj for which q′ occurs in δ(q, a), we have that
Qj ≤ Qi. Thus, transitions from a state in Qi lead to states in either the same Qi or a lower
one. It is easy to see that the Qi correspond to strongly connected components in the game
graph.

The graph can be coloured by processing these strongly connected components (or, a
little bit imprecise, the Qi) up according to the partial order. To make the algorithm
deterministic, enlarge the partial order on the Qi to a total order. Let Qi be minimal wrt.
to ≤. Hence, every transition for every state of Qi leads to Qi. If Qi is accepting its nodes
are labelled by green otherwise by red . In particular, if Qi only consists of a state q with
δ(q, a) = true (false) it is labelled by green (red ).

Let Qj be the next set of states wrt. to the total order. Then all states in Qi ≤ Qj are
already coloured by either red or green . Now we distinguish two cases. Suppose Qj is a
rejecting set. If there is an

∨
–node x leading to a lower component Qi which is labelled by

green then all the nodes are labelled by green. Otherwise, every run gets trapped within this
rejecting set or within lower rejecting one. Thus there no possibility to successfully leave
the rejecting set and all the nodes are coloured by red . If Qj is an accepting set, one has
to look for an

∧
–node leading to a lower red -coloured component. Then the component is

coloured by red , otherwise by green . In this way, all nodes can be coloured by either green
or red .

Note that this colouring can be employed to obtain winning strategies for corresponding
model checking games which play an important role for interactive debugging specifications
([Leu99, SS98]). In the next section, we explain how to find the labelling in parallel.

4 Parallel Model Checking

The idea of our algorithm is, given a 1SWABA, to construct the game graph in parallel as
well as to determine the colour of its nodes in parallel. It is obvious that the construction of
the game graph can be carried out in parallel by a typical breadth first strategy. Assuming
a shared memory architecture, one has only to care about a well–suited load sharing. The
parallel construction and distribution for distributed memory is sketched at the end of this
section.

The parallel colouring process is carried out speculative. For example, given a supporter
q ∈ F+, it determines an accepting component. This component is coloured green unless
there is an

∧
–node with an edge to a lower component which is coloured red . Anyway,

the supporter q will be labelled by green. Furthermore, a notification is send to its direct
ancestors q1, . . . , qk. This notification tells each qi that one of their children changed their
colour. Hence, they recompute there own colour according to following obvious rule: If qi is
an
∨

–node then it is labelled by green if one of its successors is green, otherwise red . If qi
is an

∧
–node then the dual is carried out. Note, that it is allowed that some successors are

not labelled at all. If the colour of qi has changed, it sends a notification to its predecessors
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where the same procedure starts again. Otherwise, the procedure is done. It is clear, that
the ancestors can be processed in parallel. The whole algorithm stops, if all notifications
are processed.

The correctness of the algorithm can easily be seen by recalling that the game graph can
be divided into strongly connected components which are partially ordered and a correct la-
belling can be obtained by processing the components according to this order. The labelling
remains correct, if the labelling of higher (wrt. the partial order) components is done spec-
ulative and corrected as soon as the correct colour of the lower component is determined.
Note, that the colour of leafs and leaf components (i.e. components which are minimal for
the partial order) are correctly labelled from the beginning.

It should be mentioned that for an implementation, the two steps of constructing the
game graph and labelling the nodes are carried out concurrently.

While the above presentation is ideal for parallel machines with shared memory, it can
be modified for distributed memory machines easily. Let f be a function mapping the states
of the automaton to a processor of our network. Usually, one takes a function in the spirit
of a hash function assigning to every state an integer and subsequently its value modulo the
number of processors. Then f determines the location of every state within the network
deterministicly. In a breadth first manner, starting with the initial state q0 of the automaton,
the game graph can be constructed in parallel with the help of f in the following way. Given
a state q (and possibly some of its direct predecessors), send it to its processor pq. If q
is already in the local store of pq, then q is reached a second time, hence the procedure
stops. If predecessors of q were send together with q, the list of predecessors is augmented
accordingly. If q is not in the local memory of pq, it is stored there together with the given
predecessors as well as all its successors q1, . . . , qk, the states within the formula δ(q, a) which
are computed. These are send in the same manner to their processors, together with the
information that q is the direct predecessor. The corresponding processes update their local
memory similarly.

It should be clear, how to combine the parallel construction of the game graph and the
labelling procedure described before.

5 Conclusion

In this paper we presented a parallel game–based model checking algorithm for an important
fragment of the µ-calculus. The demand for parallel algorithms becomes visible by consid-
ering the memory and run–time consumptions of sequential algorithms. Since the employed
fragment of the µ-calculus subsumes the well–known logic CTL it is of high practical in-
terest. At the moment, we implement the algorithm within our verification platform Truth.
We have already implemented the described parallel construction of the state space of the
automaton and are extending this implementation by the labelling routines. We have con-
structed automata with several millions of states within minutes on a workstation cluster
consisting of up to 52 workstations. We found out, that the algorithm scales very well wrt.
run–time and memory consumption when enlarging the number of workstations. Further-
more, the number of states on each processor is nearly the same. Within the next weeks,
we will have more results concerning the labelling routine. For the further future, we will
analyse how to combine our algorithm with partial order reduction and symbolic model
checking.
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Abstract 
 
Hierarchy plays an important role in every phases of software development from 
specification to testing. However, it is an excuse for contemporary model checkers such 
as SMV [McMillian 92] which consider only the flat-structure of finite transition system 
as an input. Thus hierarchical structures are flatten-out first before commencing model 
checking it. To overcome this problem, some researches have recently done on 
hierarchical model checking which is able to handle hierarchical structures of finite 
transition systems directly [Alur 98]. But it is still immature and need more 
considerations on this field.  
 
In this paper we will concentrate on model checking statecharts with the symbolic model 
checker SMV. We regard this works as stepping-stone to the research on hierarchical 
model checking. The reason we consider statecharts as the target specification is that it 
provides highly expressive constructs including hierarchy for specifying large-scale 
specifications with ease. Already, there has been some works on model checking 
statecharts as shown in Table 1.  
 
 

Table 1 : Previous works on model checking statecharts or very similar to it 
 

Author Specifications Model 
Checker 

Property Extent Translation Hier-
archy 

[Chan, 98] RSML 
Machine 

SMV CTL Basic Manual No 

[Damm, 98] Harel 
Statecharts 

SIEMENS 
AG 

STD Full Automatic No 

[Mikk, 98] Harel 
Statecharts 

SPIN LTL Basic Automatic No 

[Latella, 99] UML 
Statecharts 

SPIN LTL Basic Manual No 

[Gnesi, 99] UML 
Statecharts 

JACK ACTL Basic Manual No 

[Lilius, 99] UML 
Statecharts 

SPIN LTL Full Automatic No 
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We classified them into six categories shown in the above. To our surprise, no one 
mentions about how to keep hierarchical structure of statecharts when model checking it. 
To the best of our knowledge, all previous works deploy bulldozer to flatten out 
hierarchical structures of statecharts before starting model checking it.  
 
However, such a flattening can cause transition relations to be very messy. As an 
example, consider the following statecharts for the operation mode of dish washer shown 
in Figure 1. Only 9 transition relations are there in the original hierarchical model. If we 
flatten out, then we get 25 transition relations: 7 for normal operations, 6 for transitions 
from operating states to closed, 6 for recording its recent history, and 6 for restoring the 
previous status when the door closed. The more we have transition relations, the more 
SMV has BDD nodes for representing them.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1: Statecharts for the operation mode in dish washer from [iLogix, 99] 
 

On the other hand, problems with flattening is not over here. It can cause a blow-up of 
states, particularly when there is a lot of sharing. As an example of this, consider the 
hierarchical model of a digital clock from [Alur 98]. In the top-level, there are 24 

off 

filling 

rinsing 

washing 

draining 

drying 

opened 

closed
evOpen 

H 
evClos
e 
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superstates for representing hours of the day. Each such state, in turn, is a hierarchical 
state consisting of a cycle through 60 superstates counting minutes, each of which, in 
turn, is a superstate consisting of a cycle counting seconds. Such a hierarchical statecharts  
of a digital clock has 24 + 60 + 60 = 144 states. On the other hand, the flattened 
statecharts has 24 X 60 X 60 = 84,600 states.  
 
For these two reasons, we are interested in keeping hierarchies when model checking 
statecharts. Fortunately, SMV provides a module mechanism for the sake of localization 
as well as reusability. We believe that it is worthy to make a hierarchical SMV program 
for statechart specification with the use of modules. Although modules support only 
hierarchy with respect to the syntactic viewpoint not the semantic one, the hierarchical 
SMV program for statecharts to be model checked is at least better than the flattened one. 
We will show the formalization of statecharts and its semantics. Then the translation rules 
are described according to the semantics. And we discuss its advantages and 
disadvantages of our works. 
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...

...

implementation

DEFINITION MODULE

(*{ functions

Verification of the

IMPLEMENTATION MODULE 

BEGIN
result := f(arguments)

Client.mod

exmpl (arguments) == f(arguments)
exmpl: domain type -> range type

END exmpl;

PROCEDURE exmpl(arguments) : result type;

exmpl;IMPORT
Module

Module

Module.mod

Module.def

Verification of the procedure call

FROM 

MODULE ClientModule

Module

}*)

var := exmpl

PROCEDURE exmpl(arguments) : result type;

(actual parameters)
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...

...

functions

Client.mod

ClientModulMODULE 

DEFINITION MODULE

FROM 

Module.def

Module

PROCEDURE exmpl(arguments) :  result type;

exmpl (arguments) == f(arguments)
exmpl: domain -> result type

Module.vdm

Module exmpl;IMPORT

Verification of the procedure call

var := exmpl (actual parameters)
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* open

+ close

Customer

|Customer| : C1, C2

Name : N1

Adresse : D1

Job : J1

chg_adresse(new_adr:N, Oid)

Adr_chg

chg_adr(N, C)
<C|adr:D1)

<C | adr : N>

The Customer ClassThe Accont Class

<I1|bal:B1+A
constraints

deposit

I1 deposit(A)

I1 I2 Tranfert(A,I1, I2)
B1 > A1

 .   .transfert

<I1|bal:B1-A><I2|bal:B2+A>

Account

* open

+ close

No : nat : I1, I2, I3

Balance : money : B1, B2

Owner : |Customer| : C1, C2

Limit : money : L1, L2

set_Limit(new : money)

deposit(Amount : money, C1)
withdraw(Amount:money, C1)
transfert(Amount,C1,C2:OId)
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Account

* open

+ close

No : nat : I1, I2, I3

Balance : money : B1, B2

Owner : |Customer| : C1, C2

Limit : money : L1, L2

set_Limit(new : money)

deposit(Amount : money, C1)
withdraw(Amount:money, C1)
transfert(Amount,C1,C2:OId)

Ext_Evt1

A1  A2 tranfer(C1, C2, S)

A1  A2

 .   .

C1 C2

C1 C2

* open

+ close

Customer

|Customer| : C1, C2

Name : N1

Adresse : D1

Job : J1

chg_adresse(new_adr:N, Oid)

The Customer ClassThe Accont Class

The Internal

Behaviour

The Internal

Behaviour
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Abstract

This paper reports on the ongoing KeY project aimed at
bridging the gap between (a) object-oriented software en-
gineering methods and tools and (b) deductive verification.
A distinctive feature of our approach is the use of a com-
mercial CASE tool enhanced with functionality for formal
specification and deductive verification.

1 Introduction

1.1 Analysis of the Current Situation

While formal methods are by now well established in
hardware and system design, usage of formal methods in
software development is still (and in spite of exceptions [8],
[9]) more or less confined to academic research. This is
true though case studies clearly demonstrate that computer-
aided specification and verification of realistic software is
feasible [14]. The real problem lies in the excessive demand
imposed by current tools on the skills of prospective users:

1. Tools for formal software specification and verification
are not integrated into industrial software engineering
processes.

2. User interfaces of verification tools are not ergonomic:
they are complex, idiosyncratic, and are often without
graphical support.

3. Users of verification tools are expected to know syn-
tax and semantics of one or more complex formal lan-
guages. Typically, at least a tactical programming lan-
guage and a logical language are involved. And even
worse, to make serious use of many tools, intimate
knowledge of employed logic calculi and proof search
strategies is necessary.

`
The KeY project is supported by the Deutsche Forschungsgemein-

schaft (grant no. Ha 2617/2-1).

Successful specification and verification of larger projects,
therefore, is done separately from software development by
academic specialists with several years of training in formal
methods, in many cases by the tool developers themselves.
It is unlikely that formal software specification and verifi-
cation will become a routine task in industry under these
circumstances.

The future challenge for formal methods is to make their
considerable potential feasible to use in an industrial envi-
ronment. This leads to the requirements:

1. Tools for formal software specification and verification
must be integrated into industrial software engineering
procedures.

2. User interfaces of these tools must comply with state-
of-the-art software engineering tools.

3. The necessary amount of training in formal methods
must be minimized. Moreover, techniques involving
formal software specification and verification must be
teachable in a structured manner. They should be inte-
grated in courses on software engineering topics.

To be sure, the thought that full formal software verifica-
tion might be possible without any background in formal
methods is utopian. An industrial verification tool should,
however, allow for gradual verification so that software en-
gineers at any (including low) experience level with formal
methods may benefit. In addition, an integrated tool with
well-defined interfaces facilitates “outsourcing” those parts
of the modeling process that require special skills.

Another important motivation to integrate design, devel-
opment, and verification of software is provided by mod-
ern software development methodologies which are itera-
tive and incremental. Post mortem verification would en-
force the antiquated waterfall model. Even worse, in a lin-
ear model the extra effort needed for verification cannot be
parallelized and thus compensated by greater work force.
Therefore, delivery time increases considerably and would
make formally verified software decisively less competitive.

But not only must the extra time for formal software
development be within reasonable bounds, the cost of for-
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mal specification and verification in an industrial context
requires accountability:

4. It must be possible to give realistic estimations of the
cost of each step in formal software specification and
verification depending on the type of software and the
degree of formalization.

This implies immediately that the mere existence of tools
for formal software specification and verification is not suf-
ficient, rather, formal specification and verification have to
be fully integrated into the software development process.

1.2 The Project

Since November 1998 the authors work on a project ad-
dressing the goals outlined in the previous section; we call
it the project (read “key”).

In the principal use case of the KeY system there are ac-
tors who want to implement a software system that complies
with given requirements and formally verify its correctness.
The system is responsible for adding formal detail to the
analysis model, for creating conditions that ensure the cor-
rectness of refinement steps (called proof obligations), for
finding proofs showing that these conditions are satisfied
by the model, and for generating counter examples if they
are not. Special features of KeY are:

a We concentrate on object-oriented analysis and design
methods (OOAD)—because of their key role in today’s
software development practice—, and on JAVA as the
target language. In particular, we use the Unified Mod-
eling Language (UML) [20] for visual modeling of
designs and specifications and the Object Constraint
Language (OCL) for adding further restrictions. This
choice is supported by the fact, that the UML (which
contains OCL since version 1.3) is not only an OMG
standard, but has been adopted by all major OOAD
software vendors and is featured in recent OOAD text-
books [18].

a We use a commercial CASE tool as starting point and
enhance it by additional functionality for formal speci-
fication and verification. The current tool of our choice
is TogetherSoft LLC’s TOGETHERJ.

a Formal verification is based on an axiomatic semantics
of the real programming language JAVA CARD [23]
(soon to be replaced by Java 2 Micro Edition, J2ME).

a As a case study to evaluate the usability of our ap-
proach we develop a scenario using smart cards with
JAVA CARD as programming language [12, 13]. JAVA

smart cards make an extremely suitable target for a
case study:

– As an object-oriented language, JAVA CARD is
well suited for OOAD;

– JAVA CARD lacks some crucial complications of
the full JAVA language (no threads, fewer data
types, no graphical user interfaces);

– JAVA CARD applications are small (JAVA smart
cards currently offer 16K memory for code);

– at the same time, JAVA CARD applications are
embedded into larger program systems or busi-
ness processes which should be modeled (though
not necessarily formally verified) as well;

– JAVA CARD applications are often security-criti-
cal, thus giving incentive to apply formal meth-
ods;

– the high number (usually millions) of deployed
smart cards constitutes a new motivation for for-
mal verification, because, in contrast to software
run on standard computers, arbitrary updates are
not feasible.1

a Through direct contacts with software companies we
check the soundness of our approach for real world ap-
plications (some of the experiences from these contacts
are reported in [3]).

The KeY system consists of three main components:

a The modeling component: this component is based on
the CASE tool and is responsible for all user interac-
tions (except interactive deduction). It is used to gen-
erate and refine models, and to store and process them.
The extensions for precise modeling contains, e.g., ed-
itor and parser for the OCL. Additional functionality
for the verification process is provided, e.g., for writ-
ing proof obligations.

a The verification manager: the link between the model-
ing component and the deduction component. It gen-
erates proof obligations expressed in formal logic from
the refinement relations in the model. It stores and pro-
cesses partial and completed proofs; and it is respon-
sible for correctness management (to make sure, e.g.,
that there are no cyclic dependencies in proofs).

a The deduction component. It is used to actually con-
struct proofs—or counter examples—for proof obliga-
tions generated by the verification manager. It is based
on an interactive verification system combined with
powerful automated deduction techniques that increase
the degree of automation; it also contains a part for au-
tomatically generating counter examples from failed
proof attempts. The interactive and automated tech-
niques and those for finding counter examples are fully
integrated and operate on the same data structures.

Although consisting of different components, the KeY sys-
tem is going to be fully integrated with a uniform user in-
terface.

A first KeY system prototype has been implemented, in-
tegrating the CASE tool TOGETHERJ and a deductive com-
ponent (it has only limited capabilities and lacks the verifi-
cation manager component). Work on the full KeY system
is under progress.

1While JAVA CARD applets on smart cards can be updated in principle,
for security reasons this does not extend to those applets that verify and
load updates.

174



2 Designing a System with

2.1 The Modeling Process

Software development is generally divided into four ac-
tivities: analysis, design, implementation, and test. The
KeY approach embraces verification as a fifth category. The
way in which the development activities are arranged in a
sequential order over time is called software development
process. It consists of different phases. The end of each
phase is defined by certain criteria the actual model should
meet (milestones).

In some older process models like the waterfall model or
Boehm’s spiral model no difference is made between the
main activities—analysis, design, implementation, test—
and the process phases. More recent process models distin-
guish between phases and activities very carefully; for ex-
ample, the Rational Unified Process [15] uses the phases in-
ception, elaboration, construction, and transition along with
the above activities.

The KeY system does neither support nor require the us-
age of a particular process. However, it is taken into ac-
count that most modern processes have two principles in
common. They are iterative and incremental. The design of
an iteration is often regarded as the refinement of the design
developed in the previous iteration. This has an influence
on the way in which the KeY system treats UML models
and additional verification tasks (see Section 2.3). The ver-
ification activities are spread across all phases in software
development. They are often carried out after test activities.

2.2 Specification with the UML and the OCL

The diagrams of the Unified Modeling Language pro-
vide, in principle, an easy and concise way to formulate
various aspects of a specification, however [25, foreword]:
“[. . . ] there are many subtleties and nuances of meaning
diagrams cannot convey by themselves.” This was a main
source of motivation for the development of the Object Con-
straint Language (OCL), part of the UML since version 1.3
[20]. Constraints written in this language are understood
in the context of a UML model, they never stand by them-
selves. The OCL allows to attach preconditions, postcondi-
tions, invariants, and guards to specific elements of a UML
model.

When designing a system with KeY, one develops a UML
model that is enriched by OCL constraints to make it more
precise. This is done using the CASE tool integrated into
the KeY system. To assist the user, the KeY system provides
menu and dialog driven input possibility. Certain standard
tasks, for example, generation of formal specifications of
inductive data structures (including the common ones such
as lists, stacks, trees) in the UML and the OCL can be done
in a fully automated way, while the user simply supplies
names of constructors and selectors. Even if formal specifi-
cations cannot fully be composed in such a schematic way,
considerable parts usually can.

In addition, we have developed a method supporting the
extension of a UML model by OCL constraints that is based
on enriched design patterns. In the KeY system we will

provide common patterns that come complete with prede-
fined constraint schemata. These schemata are formulated
in a language that is a slight extension of OCL. They are
flexible and allow the user to easily generate well-adapted
constraints for the different instances of a pattern. The user
needs not write formal specifications from scratch, but only
to adapt and complete them. A detailed description of this
technique and of experiences with its application in practice
is given in [4].

2.3 The Module Concept

The KeY system supports modularization of the model in
a particular way. Those parts of a model that correspond to
a certain component of the modeled system are grouped to-
gether and form a module. Modules are a different structur-
ing concept than iterations and serve a different purpose. A
module contains all the model components (diagrams, code
etc.) that refer to a certain system component. A module is
not restricted to a single level of refinement.

There are three main reasons behind the module concept
of the KeY system:

Structuring: Models of large systems can be structured,
which makes them easier to handle.

Information hiding: Parts of a module that are not rele-
vant for other modules are hidden. This makes it eas-
ier to change modules and correct them when errors
are found, and to re-use them for different purposes.

Verification of single modules: Different modules can be
verified separately, which allows to structure large ver-
ification problems. If the size of modules is limited,
the complexity of verifying a system grows linearly in
the number of its modules and thus in the size of the
system. This is indispensable for the scalability of the
KeY approach.

In the KeY approach, a hierarchical module concept with
sub-modules supports the structuring of large models. The
modules in a system model form a tree with respect to the
sub-module relation.

Besides sub-modules and model components, a module
contains the refinement relations between components that
describe the same part of the modeled system in two con-
secutive levels of refinement. The verification problem as-
sociated with a module is to show that these refinements
are correct (see Section 3.1). The refinement relations must
be provided by the user; typically, they include a signature
mapping.

To facilitate information hiding, a module is divided into
a public part, its contract, and a private (hidden) part; the
user can declare parts of each refinement level as public or
private. Only the public information of a module b is visi-
ble in another module c provided that module c implicitly
or explicitly imports module b . Moreover, a component
of module c belonging to some refinement level can only
see the visible information from module b that belongs to
the same level. Thus, the private part of a module can be
changed as long as its contract is not affected. For the de-
scription of a refinement relation (like a signature mapping)
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all elements of a module belonging to the initial model or
the refined model are visible, whether declared public or
not.

As the modeling process proceeds through iterations, the
system model becomes ever more precise. The final step is a
special case, though: the involved models—the implemen-
tation model and its realization in JAVA—do not necessar-
ily differ in precision, but use different paradigms (specifi-
cation vs. implementation) and different languages (UML
with OCL vs. JAVA).

The ideas of refinement and modularization in the KeY
module concept can be compared with (and are partly influ-
enced by) the KIV approach [21] and the B Method [1, 17],
but still follow different guidelines.

2.4 The Internal State of Objects

The formal specification of objects and their behavior re-
quires special techniques. One important aspect is that the
behavior of objects depends on their state that is stored in
their attributes, however, the methods of a JAVA class can in
general not be described as functions on their input as they
may have side effects and change the state. To fully spec-
ify the behavior of an object or class, it must be possible
to refer to its state (including its initial state). Difficulties
may arise if methods for observing the state are not defined
or are declared private and, therefore, cannot be used in the
public contract of a class. To model such classes, observer
methods have to be added. These allow to observe the state
of a class without changing it.

3 Formal Verification with

Once a program is formally specified to a sufficient de-
gree one can start to formally verify it. Neither a program
nor its specification need to be complete in order to start
verifying it. In this case one suitably weakens the postcon-
ditions (leaving out properties of unimplemented or unspec-
ified parts) or strengthens preconditions (adding assump-
tions about unimplemented parts). Data encapsulation and
structuredness of OO designs are going to be of great help
here.

The verification process will be automated as much as
possible with the help of deduction techniques based on pre-
vious work [2] done in our group on integrating our auto-
mated [6] and interactive theorem provers [21].

3.1 Proof Obligations and Program Logic

For obtaining the proof obligations to be justified, we
employ design by contract [19] with the same restriction
as [25]: run-time aspects are completely ignored.

The logic we use is dynamic logic (DL) [16]. It is a full
logic with first-order quantification, built from basic blocks
of the form d=e"fhg with the meaning: program e terminates
and afterwards formula g holds. We decided to take a bold
step and allow any legal JAVA CARD program to occur in
the place of e . A more detailed description of KeY-DL is
given in [5]. The central point is, of course, to deal with

features of OO languages such as side effects and exception
handling.

3.2 The Deduction Component

The KeY system comprises a deductive component that
can handle KeY-DL. This KeY prover combines interactive
and automated theorem proving techniques. Experiences
with the KIV system [21] have shown how to cope with DL
proof obligations: The original goal is reduced to first-order
predicate logic using DL rules, as described in [5].

Our deductive system uses a technique of schematic the-
ory specific rules, which combine purely logical knowledge,
information on how this knowledge should be used, and
information on when and where this knowledge should be
presented for interactive use. This technique has been im-
plemented in the interactive proof system IBIJa2.

Interactive proving is greatly enhanced by intermediate
automated steps based on proof search in the style of ana-
lytic tableaux [11]. Also, a component of disproving for-
mulas by finding counterexamples is being developed.

4 Related Work

There are many projects dealing with formal methods in
software engineering including several ones aimed at JAVA

as a target language. There is also work on security of
JAVA CARD and ACTIVEX applications as well as on se-
cure smart card applications in general. We are, however,
not aware of any project quite like ours. We mention some
of the more closely related projects:

i The COGITO project [24] resulted in an integrated for-
mal software development methodology and support
system based on extended j as specification language
and Ada as target language. It is not integrated into a
CASE tool, but stand-alone.

i The FUZE project [10] realized CASE tool support for
integrating the FUSION OOAD process with the for-
mal specification language j . The aim was to formal-
ize OOAD methods and notations such as the UML,
whereas we are interested to derive formal specifica-
tions with the help of an OOAD process extension.

i The goal of the QUEST project [22] is to enrich the
CASE tool AUTOFOCUS for description of distributed
systems with means for formal specification and sup-
port by model checking. Applications are embedded
systems, description formalisms are state charts, activ-
ity diagrams, and temporal logic.

i Aim of the SYSLAB project is the development of a
scientifically founded approach for software and sys-
tems development. At the core is a precise and formal
notion of hierarchical “documents” consisting of infor-
mal text, message sequence charts, state transition sys-
tems, object models, specifications, and programs. All
documents have a “mathematical system model” that
allows to precisely describe dependencies or transfor-
mations [7].

2More information on IBIJa is available at i11www.ira.uka.de/˜ibija.
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k The goal of the PROSPER project was to provide the
means to deliver the benefits of mechanized formal
specification and verification to system designers in
industry (www.dcs.gla.ac.uk/prosper/index.html). The
difference to the KeY project is that the dominant goal
is hardware verification; and the software part involves
only specification.

5 Conclusion and the Future of

We described the current state of the KeY project and its
ultimate goal: To facilitate and promote the use of formal
verification in an industrial context for real-world applica-
tions. It remains to be seen to which degree this goal can be
achieved.

Our vision is to make the logical formalisms transparent
for the user with respect to OO modeling. That is, whenever
user interaction is required, the current state of the verifica-
tion task is presented in terms of the environment the user
has created so far and not in terms of the underlying deduc-
tion machinery. The situation is comparable to a symbolic
debugger that lets the user step through the source code of a
program while it actually executes compiled machine code.
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